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7100 - FACILITIES PLANNING

The Board recognizes that careful, prudent planning is essential to the efficient operation of the schools and
that planning must be grounded on accurate data. In order to assure that future Corporation construction
supports the educational program and responds to community needs, the Board will prepare a capital
construction plan and will revise that plan periodically thereafter. The plan shall include a thorough
description and analysis of local and regional demographic factors which influence general population growth
and public school enrollments.

In order to apprise the Boatd of the continuing relevance of the Board's capital construction plan, the
Superintendent shall:

A. annually report to the Board on the number of resident students attending school;
B. report to the Board on the enrollment by grades during the school year annually;

C. conduct a "kindergarten roundup" each spring of the number of students who will be enrolled in
the schools of the Corporation in September of the year in which the estimate is made and
report the results to the Board;

D. prepare student enrollment projections every two (2) years and compare the actual enrollment
figures to the previously projected figures to detect early, for the benefit of the Board, any
changes in enrollment trends.

In planning for the enlargement or modification of its facilities, the Board shall consider not only the number
of children whose educational needs must be met, but also the physical requirements of the program it deems
best suited to meet those needs. Each school building and site shall provide suitable accommodations to carry
out the educational program of the school including provision for the disabled, pursuant to law and
regulation.

In the case of a remonstrance to proposed remodeling or construction of a school facility, school facilities
and equipment may not be used to respond to the remonstrance unless equal access to such facilities and
equipment is provided to persons whose position is in opposition to that of the School Board.

The law prohibits the expenditure of money by the School Corporation to promote a position or to pay for
the gathering of signatures on a petition or remonstrance; the use of employee to promote a position on a
petition or remonstrance during the employee’s work hours or paid overtime hours; and using students to
transport written materials to their residences including a statement within any other communication sent to
the student’s residence.

1.C. 6-1.1-20-10
511 IAC 21-2-15

Revised 9/12/05
T.C.1/27/16
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7101 - NOTICE OF PROCUREMENT OF PROFESSIONAL
SERVICES

The Board, pursuant to Indiana law, hereby determines to neither provide nor publish a notice for the
requirement of professional services for a project under consideration by the Board involving the
construction, remodeling, rehabilitation, or repair of any building or facility owned or leased by the School
Corporation.

However, the Board, by a majority vote, may determine to provide or to publish a notice for professional
services required for a project. If the Board determines to provide or to publish a notice, the notice shall

comply with the requirements of Indiana law.

For purposes of this policy, professional services means those setvices performed by a licensed architect, a
professional engineer, or a land surveyor.

I1.C. 5-16-11.1.2, 5-16-11.1-4

T.C.1/27/16
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7217 - POSSESSION OF FIREARMS AND WEAPONS BY VISITORS

This policy applies to persons who may legally possess and are properly authorized to possess a firearm
under Indiana law.

A firearm under this policy is any weapon that is capable of expelling, designed to expel, or may readily
be converted to expel a projectile by means of an explosion and includes ammunition.

No school employee may possess a firearm in a school building or on school property while on duty
as a school employee unless the firearm is locked in the trunk of the employee’s vehicle, kept in the
glove compartment of the employee’s locked vehicle or stored out of plain sight in the employee’s
locked vehicle, except as otherwise authorized by the school board.

The school board may approve an employee or a board member to carry a firearm on school property
provided that person has fully satisfied, in advance, all requirements established by applicable law and
school board policy. If approved and in advance of being authorized to possess a firearm, the
employee or board member shall complete 40 hours of training and receive a certification in order to
carry a firearm and ammunition approved by a School Resource Officer. In addition, 8 hours of
training and recertification shall be required annually in order to maintain board approval to carry a
firearm. The 40 hours of training and 8 hours of recertification shall be designed and directed by
WCS School Resource Officers.

No person, including school board members, may intentionally or openly display a firearm at any
public meeting of the school board.

LEGAL REFERENCE: I.C. 35-47-2-1
I.C. 35-47-9-1
I.C. 35-47-11.1-4(6)
1.C. 34-28-7-2
I.C. 34-28-8-9
1.C. 35-47-1-5 [Definition of Firearm]|



Wa-Nee Community Schools
Board Policy
Series 7000
Property

7230 - GIFTS, GRANTS, AND BEQUESTS

The Board is duly appreciative of public interest in and good will toward the schools manifested through
gifts, grants, and bequests. The Board reserves the right, however, to specify the manner in which gifts are
made; to define the type of gift, grant, or bequest which it considers appropriate; and to reject those which it
deems inappropriate or unsuitable. If accepted, the Board will attempt to carry out the wishes of the donor.

All gifts, grants, or bequests shall be accepted and acknowledged by the Board.

Gifts, grants and bequests designated for a specific school, department, program, activity, etc. requires
approval of the building administrator prior to submission for Board approval.

Gifts, grants, and bequests shall become the property of the Board and will be subject to use by the
Corporation as determined by the policies and administrative guidelines applying to all propetties, equipment,
materials, and funds owned by the Board.

Any gift of or allowing the use of equipment to the Corporation or at a Corporation-related event shall be
submitted to the Board, preferably prior to its purchase by the donor, so the Board can determine if the
equipment complies with all applicable laws, regulations, and standards and whether the Corporation would
incur any potential liability by its use.

The Board reserves the right to not accept such liability and reject the gift or use of the equipment by the
Corporation’s students or employees.

1.C. 20-26-7-6 et seq.
Adopted 4/27/15

Revised 4/28/15
T.C.1/27/16
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7240 - SITE ACQUISITION

It is the policy of the Board that real property acquisition price be based on a true value with regard for fair
remuneration to the seller but not on enhancement of the value of the site to the seller. The presence of a
school to service a potential development in itself enhances the profit potential to a developer. It is the
Boatd's sole purpose to provide a service to the residents in a development at the least possible cost to the
taxpayers.

The Superintendent shall be responsible for site acquisition negotiations. Negotiations for site acquisition
shall be conducted as much as possible within the following guidelines:

A. Purchase price shall be based on the last transaction price, taxes on the property after platting,
and a reasonable interest earning on the investment based on the current cost of money.

B. Roadways and utility costs to be shared will be calculated on a front footage basis of the
proposed site and shall be included only where actual installation has occurred.

Discussion of possible school sites may be carried on in a closed session of the Board, but all official actions
must be taken in an open, public meeting. Official Board action is required to execute a valid contract, and a
record of that action must be a part of the minutes of the Board. The process used in acquiring real property
must be in accordance with law. Any deviation from the strict requirements of the law may render the
transaction void.

I.C. 36-1-10.5-5

T.C.1/27/16
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7250 - COMMEMORATION OF SCHOOL FACILITIES

From time-to-time, the Board may wish to commemorate a school or Corporation facility (gymnasium,
swimming pool, athletic field, etc.) by means of a plaque, naming the facility after a person, or some other
honor. Such commemoration should be reserved only for those individuals who have made a significant
contribution to the enhancement of education generally or the Corporation in particular or to the well-being
of the Corporation, community, State or nation.

Any employee of the Corporation thus honored must be deceased or no longer employed by the Corporation
ptior to the Boatd's selection of his/her name for commemoration honor.

T.C.1/27/16
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7300 - DISPOSITION OF REAL PROPERTY

The School Board believes that the efficient administration of the School Corporation requires the
disposition of property and goods no longer necessary for the maintenance of the educational program or the
operation of the Corporation.

"Real Property" means land, including land improvements, structures and appurtenances thereto, but
excludes moveable machinery and equipment.

The Board shall direct the periodic review of all Corporation property and authorize the disposition by sale,
donation, trade, or discard of any property not required for school purposes in accordance with the
provisions of this policy and Policy 7310 - Disposition of Surplus Property.

All written offers on real property under consideration for disposition shall be presented as an item on the
agenda of a public School Board meeting. A preliminary review of offers to purchase or lease shall include:
source of offer, date of offer, expiration date of offer, and intended use of property.

All property considered for disposition (sale) shall be subjected to two (2) current, outside, professional
appraisals prior to the solicitation of offers.

All property considered for lease or sale shall be reviewed by the Board prior to solicitation of offers. The
solicitation of offers by the Board shall include an expiration date.

The authorized agents of the Board to review all purchase or lease offers pertaining to sale or lease of
property shall be the Superintendent and the Board Finance Committee. The Board shall give final approval
of all contracts.

In consideration of the best interest of the Corporation and of the residents and taxpayers, the Board reserves
the right to reject any and all offers at its sole discretion, regardless of price and terms.

Potential purchasers or lessees shall demonstrate financial capability to meet the terms and conditions of their
purchase or lease offer.

Potential purchasers shall demonstrate reasonable likelihood of obtaining necessary city/township approvals
and/or compliance with city/township zoning ordinances.

Lease or Sale of Property to Charter School:

Except as specified below, before the Board may dispose of real property previously used for instruction, the
Board shall make available for lease or purchase to any charter school any school building owned by the
Corporation or any other entity that is related in any way to, or created by, the Corporation or the Board,
including but not limited to a building corporation, that either is not used in whole or in part for classroom
instruction at the time the charter school seeks to lease the building or appears on the list compiled by the
State Department of Education (SDOE) of available properties described below in order for the charter
school to conduct classroom instruction.


http://www.neola.com/wanee-in/search/policies/po7310.htm

Wa-Nee Community Schools
Board Policy
Series 7000
Property
No later than August 1 each calendar year, the Board shall inform the SDOE if a school building that
previously was used for classroom instruction is closed, unused, or unoccupied. The SDOE shall maintain a
list of such closed, unused, or unoccupied school buildings and make the list available on its Internet website.

A school building that appears for the first time on SDOE’s list shall be designated as "Unavailable until (a
date two (2) years after the school building first appears on the list)" if the Boatd indicates to the SDOE, on a
form prescribed by the SDOE, that the school building may be reclaimed during that period for classroom
instruction. If the Board does not indicate that a school building may be reclaimed, the Board shall designate
the school building as "Available" on the SDOE's list. The Board may change the designation of a building
from unavailable to available at any time. If a school building that is designated as unavailable on the SDOE's
list remains unused for classroom instruction one (1) year after being reclaimed, the Board shall designate the
school building as "Available" on the SDOE's list. The Board may reclaim a school building only one (1)
time.

Within thirty (30) days after receiving notification from the SDOE that a charter school wishes to use a
school building, the Board shall lease the school building to the charter school for one dollar ($1.00) per year
for as long as the charter school uses the school building for classroom instruction or for a term at the
charter school's discretion, ot sell the school building to the chatter school for one dollar ($1.00). The chatter
school must begin to use the school building for classroom instruction not later than two (2) years after
acquiring the school building. If the school building is not used for classroom instruction within two (2) years
after acquiring the school building, the school building shall be placed on the SDOE's list. If during the term
of the lease the charter school closes or ceases using the school building for classroom instruction, the school
building shall be placed on the SDOE's list.

If a Corporation school building is sold to a charter school pursuant to this procedure, and the charter school
or any entity related to the charter school subsequently sells or transfers the school building to a third party,
the charter school or related entity must transfer an amount equal to the gain in the property minus the
adjusted basis (including costs of improvements to the school building) to the Corporation. Gain and
adjusted basis shall be determined in the manner prescribed by the Internal Revenue Code and the applicable
Internal Revenue Service regulations and guidelines.

During the term of a lease under this section, the charter school is responsible for the direct expenses related
to the school building leased, including utilities, insurance, maintenance, repairs, and remodeling. The
Corporation is responsible for any debt incurred for or liens that attached to the school building before the
charter school leased the school building.

Notwithstanding anything to the contrary in this section, and with the sole exception of a waiver referenced
below, when a school building is designated as "Available", the school building must remain designated as
"Available" and may not be sold or otherwise disposed of for at least two (2) years. When the two (2) year
period has elapsed, the Board may sell or otherwise dispose of the school building in accordance with 1.C. 36-
1-11.

The Board may request from the SDOE a waiver from the requirement to make a school building available to
a charter school. In order for the Board to receive a waiver, the Board must apply to the SDOE for the
waiver on a form prescribed by the SDOE. The application must include a statement that the Board believes
that a charter school would not be interested in leasing or purchasing the vacant or unused school building,.

A charter school may submit a written qualified objection to the Boatrd's request for a waiver to the SDOE.
In order to be considered a qualified objection, it must include:

10
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A, the name of the charter school that is interested in leasing or purchasing
the vacant or unused school building; and

B. a time frame, which may not exceed one (1) year from the date of the
objection, in which the charter school intends to begin providing classroom
instruction in the vacant or unused school building,.

If the SDOE received a qualified objection, the school building will remain on the SDOE's list. If the SDOE
does not, it will grant the waiver, and the Board may sell or otherwise dispose of the unused or vacant school
building in accordance with I.C. 36-1-11.

1.C. 20-23-6-9

1.C. 20-26-5-4

1.C. 20-26-7-1

1.C. 36-1-11

2 C.F.R. 200.78, 200.85

T.C.1/27/16
Revised 10/24/16

11
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7310 - DISPOSITION OF SURPLUS PROPERTY

The School Board requires the Superintendent to review the property of the School Corporation periodically
and to dispose of that material and equipment which is no longer usable in accordance with the terms of this
policy.

A. Instructional Material

The Corporation shall review instructional materials (i.e. textbooks, library
books, manuals, support materials, etc.) periodically to determine the
relevance of such materials to the present world and current instructional
programs. The following criteria will be used to review instructional
materials for redistribution and possible disposal:

1. concepts or content that do not support the current goals of the
curriculum
2. information that may not be current
3. worn beyond salvage
B. Equipment

The Corporation shall inspect the equipment used in the instructional
program periodically, to determine the condition and usability of such
equipment in the current educational program. Should the equipment be
deemed no longer serviceable or usable, the following criteria will be used
to determine possible disposal:

1. repair parts for the equipment no longer readily available

2. repair records indicate equipment has no usable life remaining

12
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3. obsolete and no longer contributing to the educational program
4. some potential for sale at a school auction
5. creates a safety or environmental hazard

Textbooks

The Corporation shall dispose of textbooks in accordance with the
procedures prescribed by statute.

The Corporation shall dispose of textbooks determined by Corporation
officials to no longer be of use in the Corporation pursuant to Section D
below.

Disposition

The Superintendent is authorized to dispose of obsolete instructional and
other property by selling it to the highest bidder, by donation to
appropriate parties, or by proper waste disposal.

When original or replacement equipment acquired under a Federal award is
no longer needed for the original project or program or for other activities
currently or previously supported by a Federal awarding agency, the
Corporation shall request disposition instructions from the Federal
awarding agency if required by the terms and conditions of the Federal
award. Disposition of the equipment will be made in accordance with
disposition instructions of the Federal awarding agency.

Items of equipment with a current per unit fair market value of $5,000 or
less may be retained, sold or otherwise disposed of with no further
obligation to the Federal awarding agency.

13
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Except as provided in §200.312 Federally-owned and exempt property,
paragraph (b), or if the Federal awarding agency fails to provide requested
disposition instructions within 120 days, items of equipment with a current
per-unit fair-market value in excess of $5,000 may be retained by the non-
Federal entity or sold. The Federal awarding agency is entitled to an
amount calculated by multiplying the current market value or proceeds
from sale by the Federal awarding agency's percentage of participation in
the cost of the original purchase. If the equipment is sold, the Federal
awarding agency may permit the non-Federal entity to deduct and retain
from the Federal share $500 or ten percent of the proceeds, whichever is
less, for its selling and handling expenses.

The Corporation may transfer title to the property to the Federal
Government or to an eligible third party provided that, in such cases, the
Corporation shall be entitled to compensation for its attributable
percentage of the current fair market value of the property.

14
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7311 - DISPOSAL OF CORPORATION PROPERTY

A.

B.

The Superintendent shall have the authority to approve the disposal of property (materials,
equipment, furnishings, et al) having a market value of $5,000.00 or less.

All proceedings involving the disposal of property with a market value of more than $5,000.00
shall be approved by the Board.

The person in charge of each facility or program shall be responsible for the identification of
property which is no longer needed for the proper operation of the Corporation. Each is to
develop a plan for the proper disposal of such obsolete property.

The plan shall be submitted to the Superintendent who shall approve or disapprove the plan.
S/He has the responsibility to ensure the plan meets all requirements of State law, administrative
guidelines of the Department of Education, administrative guidelines of all agencies which may
have an interest in the property, and the intent of the Board in disposing of Corporation
property.

A record is to be maintained of all property disposed of under the provisions of this
administrative guideline, including the fair market value of the property. A summary of such
transactions shall be made available to the Board on a quarterly basis.

15
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7410 - MAINTENANCE

The Board recognizes that the fixed assets of this Corporation represent a significant investment of this
community and their maintenance is of prime concern to the Board.

The Board directs the conduct of a continuous program of inspection, maintenance, and rehabilitation for the
preservation of all school buildings and equipment. Wherever possible and feasible, maintenance shall be
preventive.

The Superintendent shall develop, for implementation by the custodial and maintenance staff, a maintenance
program which shall include:

A. aregular summer program of facilities repair and conditioning;
B. along-range program of building modernization;

C.  repair or replacement of equipment or facilities for energy conservation, safety, or other
environmental factors.

The Superintendent shall develop and promulgate to the custodial and maintenance staff such guidelines as
may be necessary for the ongoing maintenance and good order of the physical plant and for the expeditious
repair of those conditions which threaten the safety of the occupants or the integrity of the plant.

1.C. 20-26-5-4

T.C.1/27/16

16
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7420 - HYGIENIC MANAGEMENT

The Board recognizes that the health and physical well-being of the students of this Corporation depends in
large measure upon the cleanliness and sanitary management of the schools.

The Board directs that a program of hygienic management be instituted in the schools and explained annually
to all staff members.

The Superintendent shall cooperate with the State Board of Health to inspect each school for cleanliness and
sanitation each year.

The Superintendent shall prepare, in consultation with health authorities, procedures for the handling and
disposal of body wastes and fluids. Such procedures shall include the protection of statf members who clean
or handle blood or blood-soaked items, vomitus, saliva, urine, or feces; the disinfection of surfaces and items
in contact with such matter; the disposal of such matter in sealed containers; and the frequent and thorough
cleansing of hands and any other body parts that contact such matter. In addition, the Superintendent shall
implement annual staff training programs on universal precautions and other infection control measures
adopted by the Indiana State Board of Health.

The Superintendent shall develop and supetvise a program for the cleanliness and sanitary management of
the school buildings, the school grounds, and school equipment pursuant to law.

The cleanliness of each school building shall be the responsibility of the principal.
L.C. 16-41-11-1 et seq.

I.C. 20-26-5-4

410 IAC 1-4

Revised 1/26/04
T.C.1/27/16

17
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7430 - SAFETY STANDARDS

The Board believes that the employees and students of this Corporation, as well as visitors, are entitled to
function in an environment as free from hazards as can reasonably be provided. In this regard and in
accordance with law, the Board will provide reasonable and adequate protection to the lives, safety, and
health of its employees.

In accordance with State law, the Board will designate safe areas and comply with disaster protection

> g ply p
guidelines. The Superintendent shall be responsible for the maintenance of standards in the facilities to
prevent accidents and to minimize their consequences.

The Superintendent shall, with the approval of the Board, designate an individual to serve as the school safety

specialist for the School Corporation. The school safety specialist shall:

A.  conduct periodic audits of health and safety conditions within the facilities of the Corporation in

accordance with the Federal OSHA standards adopted by the State, and report any violations to
the Superintendent;

B.  have the authority to organize and direct the activities of a Corporation safety committee;
C. serve on the county safety commission, if one is established within the county;

D. participate in the school safety training when the county safety council determines it is to be
held;

E. assist the county safety council with the development of a safety plan for each school in the
Corporation;

F.  coordinate the safety plans of each school in the School Corporation as required by rules
adopted by the Indiana State Board of Education;

G. act as a resource for other individuals in the School Corporation on issues related to school
discipline, safety, and security

The Superintendent shall ascertain that the employees and students of this Corporation are aware of their
rights to an environment free of recognized hazards, that they are propetly trained in safety methods, that
protective devices and equipment are available to meet safety standards, and that proper guidelines and
records are maintained to meet the requirements of the law.

1.C. 5-2-10.1-9, 20-34-3-19
511 L.A.C. 2-4-1

T.C.1/27/16

18
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7434 - USE OF TOBACCO BY VISITORS

The Board recognizes that the use of tobacco presents a health hazard that can have serious consequences for
the user and the nonuser and is, therefore, of concern to the Board.

For purposes of this policy, "use of tobacco" shall mean all uses of tobacco, including a cigar, cigarette, pipe,
snuff, or any other matter or substance that contains tobacco, as well as electronic, "vapor," or other
substitute forms of cigarettes.

In order to protect students and staff from the adverse impact of tobacco smoke on indoor air quality and
encourage students to not use tobacco in any form, the Board prohibits the use of tobacco within any facility
owned or leased or contracted for by the Board.

The Board also prohibits the use of tobacco anywhere on the campus of any facility owned or leased or
contracted for by the Board, including, but not limited to, practice fields, playgrounds, football fields, baseball
fields, softball fields, pool areas, soccer fields, tennis coutts, and all open areas and will remain in effect at all
times. Furthermore, the Board prohibits the use of tobacco in all vehicles owned or operated by the Board,
including, but not limited to, school buses, special purpose buses, vans, trucks, and cars.

1.C. 7.1-5-12 Prohibition of Smoking in Public Places and on School Buses
1.C. 16-41-37.5 Indoor Air Quality in Schools

20 U.S.C. 6081 et seq.

20 U.S.C. 7182

U.S.D.O.E. Memorandum, 1995

Revised 7/9/12
Revised 5/28/13
Revised 10/27/14
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7440 - FACILITY SECURITY PROGRAM

Construction and maintenance of safe and secure facilities to support the instruction of students by the
Board’s staff involves a substantial investment of public funds. It is therefore in the interest of the school
community that the Board protect its investment in facilities by implementing a security program.

The Superintendent shall develop and supervise a program for the security of the Corporation’s students,
staff, visitors, buildings, grounds and equipment. This program may include the use of video and audio
monitoring and recording equipment on the Board’s grounds and in the Board’s vehicles.

The Board directs the Superintendent to identify persons who knowingly or negligently damage property or
expose persons to the risk of harm in the course of Corporation activities. If persons responsible for harm or
risk of harm to a person or property damage are identified, the Board directs the Superintendent and staff to
cooperate in the prosecution of these persons and to pursue recovery of the cost of repair or replacement of

damaged property.

In implementing the security program required by this policy, the Board authorizes the Superintendent to
direct a person to not come on or leave Corporation property or not attend a Corporation activity when the
Superintendent determines that the person’s presence endangers others. Where a person does not comply
with such a directive, the Board authorizes the Superintendent to seek arrest of the person by a law
enforcement officer and prosecution of the person for the Class D felony of Criminal Trespass on School
Property, as found at 1.C. 35-43-2-2(a)(1) or (2). A decision by a designee of the Superintendent may ask that
the Superintendent review and modify the designee’s decision.

The Superintendent is authorized to install metal detectors and video and audio monitoring equipment on
school property in order to protect the health, welfare, and safety of students, staff, visitors, and Board
property. The Superintendent is also authorized to deploy other security devices that would assist in the
detection of contraband such as weapons or drugs in school buildings; on Corporation property; and/or at
school activities held off site.

The Superintendent shall report to the Board in executive session regarding the security and surveillance
programs in effect in the Corporation.

1.C. 20-26-5-4(2) and (4)
1.C. 20-33-8-1 et seq.

Revised 1/26/04
Revised 3/9/09
Revised 3/8/10
Revised 5/28/13
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7440.01 - ELECTRONIC MONITORING AND RECORDING

The Board authorizes the use of video and audio monitoring equipment on Board property and on buses.
The monitoring equipment shall be used to protect Board property and assets from theft and vandalism,
through deterrence and documentation. No representation shall be made that the monitoring system is
capable of insuring protection of persons or property.

The monitoring of the conduct of persons on Board property is intended to assist students, staff, and visitors
in protecting themselves and their property. Video and audio monitoring is to complement other means being
employed by the Board and staff to provide a safe and secure working and learning environment for students

and staff.

The Superintendent is responsible for approving where and when to install and operate fixed-location
monitoring equipment. The building principals and administrators responsible for other facilities shall be
responsible for recommending use of monitoring in those facilities. Monitoring equipment may be placed in
common areas in Board facilities. Common areas include hallways, entryways, offices where students,
employees and visitors are permitted to freely come and go, gymnasiums, cafeterias, libraries, parking lots and
other outside areas, and in school buses. Except in extraordinary circumstances such as a response to possible
bullying, hazing, harassment, personal injury, property damage, or theft, and only with the written
authorization of the Superintendent, monitoring equipment shall not be used in areas where persons have a
reasonable expectation of privacy (e.g., restrooms, locker rooms, changing areas). In assessing whether
extraordinary circumstances exist, the Superintendent shall consult with Corporation legal counsel before
authorizing placement of monitoring equipment in private areas in which privileged communications occur
(unless there is express consent give by the office occupant), or conference/meeting rooms, ot in individual
classrooms during instructional times. Access to live monitoring or recordings made in private areas will be
based on the need for access to respond to the information obtained. Board employees are authorized to
carry and use video and audio recording equipment when video and audio documentation would assist in
performing the duties of their position.

A person who blocks, moves, or alters the location or viewing angle of monitoring equipment, or attempts to
do so shall be subject to disciplinary action.

Signs shall be placed at the main entrance to buildings in which monitoring equipment may be deployed.
These signs shall notify people entering through that entrance that their communication and actions may be
monitored and recorded in the facility they are entering. Students and staff shall also be advised of the use of
monitoring and/or recording equipment in Board facilities and on Boatd property.

Information obtained from monitoring and recording may be used to support the safe and orderly operation
of the School Corporation’s schools and facilities. This includes providing access to monitoring or recordings
to law enforcement officers when proper authority in support of the requested access is provided. Records
obtained through the use of monitoring equipment installed and operated in compliance with this policy may
be authenticated and used as evidence in any forum in which its use would assist in the search for the truth
concerning the recorded event. Recording that focuses on and follows a specific student or staff member may
become a part of the student’s education record of the staff member’s personnel file.

Monitoring and recording equipment capability shall not be used to intercept or record communication
between persons unless at least one of the participants is aware of the possibility of monitoring and recording.
The results of monitoring or recording shall not be used for any tortious or criminal purpose and shall never
be used in violation of the rights of the persons whose communication is monitored or recorded.
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Recordings containing personally identifiable information about a student shall not be released except as
required or authorized by the Family Educational Rights and Privacy Act ("FERPA"). A parent or guardian of
a student, and a student who is eighteen (18) years of age or older shall have access to relevant portions of
any video or audio recording related to disciplinary charges against the student. Upon written request to the
building principal, if the requested access does not violate State and/or Federal law (i.c., the privacy rights of
any other student whose images appear on the recording), a recording may be exhibited to a parent/guardian
and an eligible student. However, the parent/guardian and student will not be given a copy of the recording.

School personnel with responsibility for the program of a student may have access to relevant portions of a
recording related to the services they delivered to the student and any disciplinary charge against the depicted
student.

The Board shall maintain monitoring recordings for a limited period. Any request to view a recording under
this policy must be made within three (3) days of the event/incident. Unless an investigation is being
conducted, or the School Attorney advises that specific recordings must be preserved pursuant to a "litigation
hold" notice, recordings may be destroyed after three (3) days. If, however, action is taken by the
Board/administration based upon recorded events, the recordings shall be kept for a minimum of two (2)
years from the date of the action taken.

With the knowledge of the persons depicted, students, staff or a parent/guardian may record a school event
open to the public such as a play, music performance, athletic contest, graduation, or Board meeting,.
Instruction may be recorded for staff evaluation or educational or research purposes.

The Superintendent may develop administrative guidelines consistent with this policy to address the use of
monitoring and recording equipment in school buildings, school buses and on property owned and/or
operated by the Board.

Monitoring is to be implemented in accordance with this policy and the Superintendent’s guidelines. The use
of monitoring and recording equipment in violation of this policy will result in disciplinary action.

FERPA, 20 U.S.C. 1232¢

34 C.F.R. 99.1-99.67

Title I of the Electronic Communication Privacy Act of 1986
18 U.S.C. 2510-2521

Adopted 3/8/10

Revised 5/28/13
T.C.1/27/16
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7450 - PROPERTY INVENTORY

As steward of the School Corporation's property, the School Board recognizes that efficient management and
full replacement upon loss requires accurate inventory and properly maintained property records.

The Board shall maintain a continuous inventory of all Corporation-owned equipment.

For purposes of this policy, "equipment” shall mean a unit of furniture or furnishings, an instrument, a
machine, an apparatus, or a set of articles which retains its shape and appearance with use, is non-expendable,
costs at least $5,000 to replace and does not lose its identity when incorporated into a more complex unit.
When defining supplies for inventory purposes, no items will be counted whose total value is less than $500.

It shall be the duty of the Business Manager to ensure that inventories are recorded systematically and
accurately and property records of equipment are updated and adjusted annually by reference to purchase
orders and withdrawal reports.

Each principal/supervisor shall conduct an annual spot-check inventory of major items of equipment to
determine loss, mislocation, or depreciation; any major loss shall be reported to the Board.

The Business Manager shall maintain a system of property records which shall show, as appropriate to the
item recorded, description and identification, year of purchase, initial cost, and location.

Equipment acquired under a Federal award will vest upon acquisition to the Corporation, subject to the
following conditions:

A, The equipment shall be used for the authorized purposes of the award
project during the period of performance or until the equipment is no
longer needed for the purposes of the project.

B. The equipment shall not be encumbered without the approval of the
Federal awarding agency or the pass-through entity.

C. The equipment may be only used and disposed of in accordance with the
provisions of the Federal awarding agency or the pass-through entity and
Policy 7300, Policy 7310, and AG 7310.

D. Property records shall be maintained that include a description of the
equipment, a serial number or other identification number, the source of
funding for the equipment (including the Federal Award Identification
Number (FAIN)), title entity, acquisition date, cost of the equipment,
percentage of Federal participation in the project costs for the award under
which the equipment was acquired, the location, use, and condition of the
equipment, and ultimate disposition data, including date of disposal and
sale price of the equipment.
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A physical inventory of the property must be taken and results reconciled
with property records at least once every two (2) years.

A control system shall be developed to provide adequate safeguards to
prevent loss, damage, or theft of the property. Any such loss, damage, or
theft shall be investigated.

Adequate maintenance procedures shall be implemented to keep the
property in good condition.
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7455 - ACCOUNTING SYSTEM FOR FIXED ASSETS

The Board shall maintain a fixed-asset, accounting system. The fixed-asset system shall maintain sufficient
information to permit adequate insurance coverage.

Fixed assets are defined as those tangible assets of the Corporation with a useful life in excess of one (1) year
and an initial cost equal to or exceeding the amount determined periodically in the Corporation's
administrative guidelines. Some items may be identified as "controlled" assets that, although they do not meet
all fixed asset criteria, are to be recorded on the fixed-asset system to maintain control.

Fixed assets shall be classified as follows:

A. land

B. building

C. improvements other than building

D. machinery and equipment

E. furniture and fixtures

F.  vehicles
Leased fixed assets and assets which are jointly-owned shall be identified and recorded on the fixed-asset
system.

Fixed assets shall be recorded at actual, or if not determinable, estimated purchase price or fair market value
at the time of acquisition. The method(s) to be used to estimate such price or market value shall be
established by the Business Manager.

The School Corporation will capitalize items with an individual value equal to or greater than $5,000.
Improvements or renovations to existing machinery and equipment will be capitalized only if the change
causes the total cost to exceed $5,000, extends its useful life two (2) or more years, and if the total costs will
be greater than the current book value and less than fair market value.

The Superintendent shall develop administrative guidelines to ensure proper purchase, transfer, and disposal
of fixed assets.

Depreciation shall be recorded for funded fixed assets using the method(s) agreed upon by the
Superintendent and the Business Manager.

The following information shall be maintained for all fixed assets:

A.  description
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B. asset classification (land, building, equipment, etc.)
C. location

D. purchase price

E. date purchased

F. estimated useful life

G. replacement cost

Revised 11/04
T.C.1/27/16
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7460 - ENERGY MANAGEMENT CONSERVATION

The Board embraces energy conservation and believes it to be our responsibility to ensure that every
reasonable effort is made to conserve energy and natural resources while exercising sound fiscal management.

We recognize the importance of adopting an energy management and conservation policy in order to govern
this program. We also affirm the implementation of this policy will be the joint responsibility of the Board,
administration, faculty, staff, students, and support personnel. The Board may employ an energy management
consulting firm to assist with implementation of this policy. Success is based on cooperation at all levels.

Accurate records of energy consumption and cost will be maintained at each campus to provide verifiable
performance information to the Board and Administrations of the various institutions in the Wa-Nee
Community Schools on the goals and progress of the energy conservation program.

The Superintendent shall designate an energy management campus administrator. The designated energy
management campus administrator will be accountable for energy management on his/her campus, with
energy audits being conducted and feedback provided by the Energy Education Specialist.

To ensure the overall success of the energy management program, the following specific areas of emphasis

will be adopted:

A.  The energy management consultant will administer its energy conservation and management
program primarily through the Energy Education Specialist teams and campus Administrators.

B. The Board expects all personnel at each campus to make a positive contribution to maximize
energy conservation and produce real energy savings.

C. The Boatd directs the Superintendent to prepare administrative energy guidelines for the
implementation of the energy management.

Further, to promote a safe, healthy learning environment and to complement the energy management
program, each campus shall review and adhere to the preventive maintenance and monitoring plan
administered by the campus physical plant for its facilities and systems, including HVAC, building envelope
and moisture management.

Adopted 1/25/10
T.C.1/27/16
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7510 - USE OF SCHOOL FACILITIES

The School Board believes that the school facilities of this Corporation should be made available for
community purposes, provided that such use does not infringe on the original and necessary purpose of the
property or interfere with the educational program of the schools and is harmonious with the purposes of
this Corporation.

The Board will permit the use of school facilities when such permission has been requested in writing by a
responsible organization or a group of citizens and has been approved by the Superintendent.

Corporation facilities shall be available for the below-listed uses. When there are competing interests for such
uses, approval will be given according to the following priorities:

A. uses directly related to the schools and the operations of the schools

B. uses by not-for-profit or for-profit organizations providing child care
programs which meet the State requirements and additional conditions
established by Board policies and the Superintendent's guidelines

C. uses and groups indirectly related to the schools

D. meetings of employee associations

E. uses for voter registration and elections

F. departments or agencies of the municipal government

G. other governmental agencies

H. community organizations or groups of individuals formed for charitable,

civic, social, educational, political, religious, or recreational purpose

L commercial or profit-making organizations or individuals offering services
for profit
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The use of Corporation grounds and facilities shall not be granted for any purpose which is prohibited by
law.

Should all or any part of the Corporation's community be struck by a disaster, the Board shall make
Cotporation grounds and/or facilities available, at no charge, for the housing, feeding, and care of victims or
potential victims when requested by local, State, or Federal authorities. The Superintendent should meet with
the local governing bodies to establish a disaster preparedness plan in order to ensure that proper procedures
are established to minimize confusion, inefficiency, and disruption of the educational program.

The Superintendent shall develop administrative guidelines for the granting of permission to use Corporation
facilities including a schedule of fees. Such guidelines are to include the following:

A. Each user may be required to present evidence of the purchase of
organizational liability insurance to the limit prescribed by Corporation
guidelines.

B. Use of school equipment in conjunction with the use of school facilities

must be requested specifically in writing, and may be granted by the
procedure by which permission to use facilities is granted. The users of
school equipment must accept liability for any damage or loss to such
equipment that occurs while it is in their use. Where guidelines so specify,
no item of equipment may be used except by a qualified operator.

C. Users shall be liable financially for damage to the facilities and for proper
chaperonage.
D. Users shall not possess, consume, or distribute alcoholic beverages or other

controlled substances, nor shall any betting occur, at any function
occurring on Corporation premises.

E. Corporation-related organizations may be permitted to have raffles and
similar forms of fundraising only when specifically authorized in advance
by the Superintendent pursuant to Policy 9211 — Corporation Support
Organizations and Policy 9700 — Relations with Special Interest Groups.

No liability shall attach to this Corporation, any employee, officer, or member of this Corporation specifically
as a consequence of permitting access to these facilities.

1.C. 20-26-5-1, 20-26-5-4, 20-26-8-1
511 IAC 6-2-1(b)(5)

T.C.1/27/16
Revised 6/25/18
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7510.01 - USE OF CORPORATION PHYSICAL FITNESS

FACILITIES

In addition to the use of the Corporation's physical fitness facilities by students and staff, the Board
authorizes use of these facilities by community participants other than students and staff subject to the
requirements of this policy.

For purposes of this policy:

A.

"Corporation physical fitness facilities" means Corporation propetty,
Corporation equipment, or a Corporation facility used by a community
participant to participate in a physical fitness activity.

"Community participant” means a resident of the community served by the
Corporation who uses one or more Corporation physical fitness facilities.
Excluded from this definition and therefore this policy are students
participating in an activity as part of an official school function, and current
employees who use one or more Corporation physical fitness facilities in
the course of their employment by the Board.

"Inherent risk of injury in a physical fitness activity" means a condition,
danger, or hazard that is an integral part of a physical fitness activity, the
use of exercise equipment, ot the use of a facility provided by the
Corporation as determined by a reasonable person considering the nature
of the activity, equipment, or facility. The term includes the negligent acts
of a community participant that may contribute to injury to the community
participant or others, including failing to follow instructions; failing to
exercise reasonable caution while engaging in an activity; or failing to obey
written warnings or postings.

"Operatot" means an elementary school (as defined under I.C. 20-18-2-4)
or an approved secondary school (as defined under 1.C. 21-12-1-5) that
owns, manages, controls, directs, or has operational responsibility for a
recreational facility.

"Recreation" includes physical exercise, leisure, or spotts.

"Recreational facility" means a building, location, ot atea primarily designed
and used for purposes of recreation. The term includes:

1. a gymnasium;

2. a park;
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a playground;

a swimming pool;

a fieldhouse;

a beach;

a stadium;

a golf course;

a campground;

a boat launching site;

an arboretum;

a bicycle path;

a bridle path;

a community center;

a bowling alley;

a billiard hall;

a court, field, or other area designated for sports; and

any other building, location, or area specifically set aside for
recreation.

Corporation physical fitness facilities that are operated by an elementary
school or an approved secondary school fall within the definition of
"recreational facility" for purposes of this policy.

"Recreational user" means an authorized user of a recreational facility who
is using the facility for the recreational purpose for which it was primarily
designed. However, the term does not include a person participating in or

31



Wa-Nee Community Schools
Board Policy
Series 7000
Property
attending an intercollegiate or interscholastic event. A community
participant is considered to be a "recreational user" for purposes of this
policy when using Corporation physical fitness facilities that fall within the
meaning of "recreational facility" for recreation.

Community participants and recreational users may use the Corporation physical fitness facilities and
recreational facilities at times and in a manner approved by the Superintendent.

If the Board determines that a fee is required as a condition for the use of Corporation physical fitness
facilities and recreational facilities, a community participant or recreational user and the parent/guardian of a
community participant or recreational user under eighteen (18) years of age shall execute a release in which
s/he agrees to assume the inherent risk of injury in physical fitness activities and acknowledges receipt of the
following written warning:

WARNING

Under Indiana law, a school is not liable for an injury to, or
the death of, a participant in physical fitness activities at this
location if the death or injury results from the inherent risks
of the physical fitness activity. Inherent risks of physical
fitness activities include risks of injury inherent in exercise,
the nature of a sport, the use of exercise equipment, or the
use of a facility provided by a school. Inherent risks also
include the potential that you may act in a negligent manner
that may contribute to your injury or death, or that other
participants may act in a manner that may result in injury or
death to you.

You are assuming the risk of participating in this physical
fitness activity.

The WARNING language set out above shall be included verbatim in a written agreement executed by each
community participant and recreational user before their first use of Corporation physical fitness facilities or
recreational facilities. The WARNING shall be set out in the written agreement in bold font no smaller than
fourteen (14) point. A copy of this written agreement shall be given to each community participant and
recreational user at the time the agreement is signed.

The WARNING also shall be posted in letters at least one (1) inch in height on a sign placed in a location in
Corporation physical fitness facilities and recreational facilities where community participants and recreational
users are likely to be present and where it is visible to community participants and recreational users.

The operator of a recreational facility shall:

A. post the duties of recreational users and the duties, obligations and
liabilities of the operator in at least three (3) conspicuous locations in or
along the recreational facility;
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maintain the stability and legibility of all signs, symbols, and posted notices
required by this policy;

ensure that, with respect to a recreational facility that is located in a
building, at least one (1) floor supervisor is on duty when the recreational
facility is open;

A floor supervisor must have received appropriate training to carry out the
floor supervisot's duties and must use reasonable cate in carrying out the
floor supervisor's duties.

maintain the floor or surface of the recreational facility in proper and
reasonably safe condition;

if the recreational facility is located in a building or includes a building,
maintain in good and safe condition the areas of the building open to
recreational users;

maintain equipment in good mechanical condition;

comply with all applicable State and local fire safety codes, building codes,
and other safety codes applicable to a recreational facility;

Recreational users have the following duties:

A.

Maintain reasonable control of the recreational uset's speed and course at
all times.

Use due care while operating or using equipment.

Heed all posted signs and warnings.

Maintain a proper view to avoid other recreational users, individuals, and
objects.

Accept responsibility for knowing the range of the recreational user's ability
and using the recreational facility within the limits of the recreational user's
ability.

Refrain from acting in a manner that may cause or contribute to the injury
of the recreational user or any other individual.
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Recreational users are considered to have knowledge of and assume the risks of using the recreational facility.

For purposes of this policy, risks of using a recreational facility include the following:

A, Injuries that result from collisions or incidental contact with other
recreational users or other individuals who are properly present at the
recreational facility.

B. Injuries that result from falls caused by loss of balance.

C. Injuries that involve objects or artificial structures that are not otherwise
attributable to an operatot's breach of the operatot's duties or
responsibilities under this policy.

D. Injuries that result from the recreational user's violation of the recreational
user's duties listed above.

Unless an operator violates the operator’s duties or responsibilities, the assumption of risk set forth above is a
complete defense to an action against an operator by a recreational user for injuries and property damage
resulting from the assumed risks.

The measures taken by the Board in this policy to implement the limitation of liability permitted by 1.C. 34-
31-10 and I.C. 34-31-11.4 are not intended to be an election of a defense or a waiver of any other defense or
limitation on Board or employee liability.

1.C. 34-6-2-91; Definition of operator

1.C. 34-6-2-129.4; Definition of recreation

1.C. 34-6-2-129.5; Definition of recreational facility

1.C. 34-6-2-129.6; Definition of recreational user

I.C. 34-13-3; Immunity of governmental entity or employee for tort claims

1.C. 34-13-4; Personal civil liability under civil rights laws

1.C. 34-31-10; Limited liability arising from the public use of school facilities for physical fitness activities
1.C. 34-31-11.4; Limited liability for operators of recreational facilities

Adopted 4/28/14
Revised 2/8/16
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7530 - LENDING OF CORPORATION-OWNED EQUIPMENT

The Board believes that Corporation-owned equipment is a valuable resource which may be loaned for
community use under certain conditions only, provided that such use does not infringe on the original and
necessary purpose of the equipment or interfere with the educational program of the Corporation.

The Board may lend specific items of equipment on the written request of the user and approval granted by
the Superintendent

The user of Corporation-owned equipment shall be fully liable for any damage or loss occurring to the
equipment during the period of its use, and shall be responsible for its safe return.

Corporation-owned equipment may be removed from Corporation property by students or staff members
only when such equipment is necessary to accomplish tasks arising from their school or job responsibilities.
The consent of the principal and/or the Supetintendent is required for such removal.

Staff members or students using Corporation-owned equipment shall be liable for any damage or loss to the
equipment.

Personal use of Corporation-owned equipment or facilities by staff or students will be in accordance with the
Superintendent's administrative guidelines.

T.C.1/27/16
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7530.01 - WIRELESS COMMUNICATION ALLOWANCE

Eligibility for Wireless Communication Allowance

Wireless communication devices ("WCDs") (i.e. cellular and wireless telephones, pager/beepers, personal
digital assistants (PDAs), Blackberries/Smartphones, WiFi-enabled or broadband access devices, etc.) enable
communication whenever a situation atises necessitating immediate contact, regardless of the person's
location at the time. Therefore, the Superintendent and administrators who meet one or more of the
following criteria are required as a condition of employment to own a WCD and obtain an appropriate
service plan so that the WCD is available for use for business-related communications:

A.  their jobs require them to spend a considerable amount of time outside of their assigned office
or work area during normal working hours and have regular access to telephone and/or Internet
connections while outside their office or assigned work area;

B.  their jobs require them to be accessible outside of scheduled or normal working hours or to be
contacted and respond in the event of an emergency; ot

C. their jobs consistently require timely and business critical two (2) way communication for which
there is no reasonable alternative technology;

(This is not intended to include occasional, incidental access or purely voluntary access such as
checking e-mail from home.)

D. safety requirements indicate having a WCD is an integral part of meeting the requirements of the
employee's job desctiption.

Administrators who are required to have a personal WCD as a condition of their employment shall receive a
monthly wireless communication allowance ("allowance"), up to an amount approved annually by the Board
to reimburse them for the costs associated with maintaining and using a personal WCD for business
purposes. Additionally, other staff members who believe that they meet the above-identified criteria may
apply for an allowance.

Amount of the Allowance

The allowance may consist of a monthly allowance of up to a specific dollar amount for wireless telephone
service.

The allowance shall not reimburse for employee’s dollar-for-dollar costs for the wireless service, and shall not
exceed the expenses the employee actually incurs in maintaining the personal WCD.

The allowance shall not serve as a substitute for a portion of the staff member’s regular wages, and does not
constitute an increase to base pay, and will not be included in the calculation of percentage increases to base
pay due to annual raises, job upgrades or benefits based on a percentage of salary, etc. The Board will pay
only the Board-approved allowance even if actual monthly costs exceed the allowance. If the amount of the
allowance needs to be changed because of documented business purpose, the employee should notify the
Superintendent by submitting a new Wireless Communication Allowance Request Form.
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If an employee is absent for more than thirty (30) days on either a paid or unpaid leave of absence, the
allowance will be temporarily discontinued (i.e. it will be prorated during the period of absence) unless the
employee can demonstrate s/he needs the device for business-essential communications during the period of
absence, and/or the Superintendent approves the continuation of the allowance.

In order to continue to receive the allowance, administrators are required to answer all business-related calls
on his/her WCD and promptly respond to any messages. In order to continue to receive the allowance, non-
exempt employees are requited to answer all business-related calls on his/her WCD and promptly respond to
any messages during his/her work hours.

Allowance Is Not Considered Taxable Income

Provided the employee maintains and uses his/her personal WCD for business purposes as described herein,
the allowance should not be considered additional income to the employee (i.e., the allowance will be treated
as a non-payroll reimbursement of a business expense — similar to mileage reimbursements — and no payroll
taxes will be withheld from the employee’s paycheck for the amount of the allowance and the amount of the
allowance will not be reported as wages on the employee’s yearend W-2 statement.

Additionally, staff members who receive an allowance are not required to submit a log documenting their
business-related use of the WCD. For determination of individual taxability, employees should check with
their tax advisor.

Employee's Responsibilities

The employee is responsible for choosing his/her WCD, the voice and/or data plan, and the wireless service
provider. Since the WCD is the personal property of the employee, the WCD may be used for personal calls
and be combined or enhanced with other personal plans (i.e. the employee may also, at his/her own expense,
add extra services or equipment features, as desired). The employee is responsible for paying all monthly
service charges in full and on time. The Board does not accept any liability for claims, charges, or disputes
between the service provider and the staff member. Because the employee is personally responsible for the
WCD, any replacement for loss or damage will be at the expense of the employee. Such replacement or repair
must be completed promptly and the Superintendent must be notified if the employee will not be available by
their WCD for a period of time.

Employees should contact the carrier through which they purchased their WCD and purchase their wireless
service for support.

Changing or Ending a Wireless Service Contract Early

If prior to the end of a wireless service contract, a personal decision by the employee results in the need to
end or change the WCD contract, the employee will bear the costs of any fees associated with the change or
cancellation.

If prior to the end of a wireless service contract, the employee's misconduct, or misuse of the WCD, results in
the need to end or change the WCD contract, the employee will bear the costs of any fees associated with the
change or cancellation.

If prior to the end of a wireless service contract, the Board determines to reduce or cancel (untelated to
employee misconduct) the employee's monthly allowance, the Board will bear the cost of any fees associated
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with the change or cancellation. For example, if the employee is reassigned and/or his/her duties are
changed, and the WCD is no longer needed for business purposes, if the employee does not want to retain
the current contract, changes or cancellation fees will be reimbursed by the Board.

When selecting the duration of his/her wireless setrvice contract, the employee should take into consideration
the length of his/her Board-approved employment contract and not select a duration of the wireless setvice
contract that exceeds the employment contract. If the employee is nonrenewed or voluntarily resigns while
the wireless service contract is still in effect, the Board will not be responsible for any fees associated with the
employee's decision to subsequently change or cancel the contract.

Once the allowance is given to the employee to putrchase a device, the WCD remains the employee's personal
property. However, upon termination, nonrenewal or resignation, the Board will immediately discontinue the
monthly allowance.

Safe Use of Wireless Communications Devices
Employee safety is a priority of the Board, and responsible use of WCDs includes safe use.

Using a WCD while operating a vehicle is strongly discouraged. Employees should plan their work
accordingly so that calls are placed, text messages/instant messages/e-mails read and/or sent, and/or the
Internet browsed either prior to traveling or while on rest breaks. In the interest of safety for both Board
employees and other drivers, employees are required to comply with all applicable laws while driving
(including any laws that prohibit texting with the WCD or using the WCD in its entirety while driving).

Duty to Maintain Confidentiality of Student Personally Identifiable Information - Public and
Student Record Requirements

Employees are subject to all applicable policies and guidelines pertaining to protection of the security,
integrity and availability of the data stored on their WCDs.

Wireless communications, including calls, text messages, instant messages, and e-mails sent from WCDs, may
not be secure. Therefore, employees should use discretion in relaying confidential information, particularly as
it relates to students.

Additionally, wireless communications, including text messages, instant messages and e-mails sent and/or
received by a public employee or school official using his/her personal WCD may constitute public records if
the content of the message concerns Corporation business, or an education record if the content includes
personally identifiable information about a student. Wireless communications that are public records are
subject to retention and disclosure, upon request, in accordance with Policy 8310 — Public Records. Wireless
communications that are student records should be maintained pursuant to Policy 8330 — Students Records.
Finally, wireless communications and other electronically stored information (ESI) stored on the staff
membet's personal WCD may be subject to a Litigation Hold pursuant to Policy 8315 - Information
Management. Staff are required to comply with Corporation requests to produce copies of wireless
communications in their possession that are either public records or education records, or that constitute ESI
that is subject to a Litigation Hold.

Except in emergency situations, employees are prohibited from using WCDs to capture, record or transmit
the words (i.e. audio) and/or images (i.e. pictures/video) of any student, staff member or other person in the
school or while attending a school-related activity, without express prior notice and explicit consent for the
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capture, recording ot transmission of such words or images. Using a WCD to take ot transmit audio and/or
pictures/video of an individual without his/her consent is considered an invasion of privacy and is not
permitted, unless authorized by the building principal or Superintendent.

Privacy Issues

The use of WCDs in locker rooms, student occupied classrooms, bathrooms and/or swimming pool is
prohibited, except in an emergency situation.

Personal Use of WCDs While at Work

During work hours personal communications made or received, regardless of whether on a WCD, or a
regular telephone or network computer can interfere with employee productivity and distract others.
Employees are expected to use discretion in using WCDs while at work for personal business. Employees are
asked to limit personal communications to breaks and lunch periods, and to inform friends and family
members of the Boatd's policy in this regard.

At no time may any WCD be utilized by an employee in a way that might reasonably create in the mind of
another person an impression of being threatened, humiliated, harassed, embarrassed or intimidated.

Potential Disciplinary Action/Termination of the Allowance

Violation of this policy may constitute just cause for disciplinary action up to and including termination. Use
of a WCD in any manner contrary to local, State or Federal laws will constitute misuse, and will result in
immediate termination of the allowance.

Adopted 3/8/10
Revised 9/26/12
Revised 5/28/13
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7530.02 - STAFF USE OF PERSONAL COMMUNICATION
DEVICES

Use of personal communication devices ("PCDs") has become pervasive in the workplace. For purposes of
this policy, "personal communication device" includes computers, tablets (e.g., iPads and similar devices),
electronic readers ("e-readers"; e.g., Kindles and similar devices), cell phones (e.g., mobile/cellular telephones,
smartphones [e.g., BlackBerry, iPhone, Android devices, Windows Mobile devices, etc.], and/or other web-
enabled devices of any type. Whether the PCD is Corporation-owned and assigned to a specific employee or
school official or personally-owned by the employee or school official (regardless of whether the Corporation
pays the employee or school official an allowance for his/her use of the device, the Corporation reimburses
the employee or school official on a per use basis for their business-related use of his/her PCD, or the
employee or school official receives no remuneration for his/her use of a personally-owned PCD), the
employee or school official is responsible for using the device in a safe and appropriate manner and in
accordance with this policy and its accompanying guidelines, as well as other pertinent Board policies and
procedures.

Conducting Corporation Business Using a PCD

Employees and school officials are permitted to use a Corporation-owned and/or personally owned-PCD to
make/receive calls, send/receive emails, send/receive texts, send/receive instant messages, that concern
Corporation business of any kind.

Employees and school officials are responsible for archiving such communication(s) in accordance with the
Corporation's requirements.

Safe and Appropriate Use of Personal Communication Devices, Including Cell Phones

Employees and school officials whose job responsibilities include regular or occasional driving and who use a
PCD for business use are expected to refrain from using their device while driving. Safety must come before
all other concerns. Regardless of the circumstances, including slow or stopped traffic, employees and school
officials should pull off to the side of the road and safely stop the vehicle before placing or accepting a call.
Reading or sending a text message, instant message or e-mail, or browsing the Internet using a PCD while
driving is strictly prohibited. If acceptance of a call is unavoidable and pulling over is not an option,
employees are expected to keep the call short, use hands-free options (e.g., headsets or voice activation) if
available, refrain from the discussion of complicated or emotional topics, and keep their eyes on the road.
Special care should be taken in situations where there is traffic, inclement weather, or the employee or school
official is driving in an unfamiliar area. In the interest of safety for employees, school officials, and other
drivers, employees and school officials are required to comply with all applicable State laws and local
ordinances while driving, including any laws that prohibit texting or using a cell phone or other PCD while
driving.

Employees and school officials may not use a PCD in a way that might reasonably create in the mind of
another person an impression of being threatened, humiliated, harassed, embarrassed or intimidated.

Duty To Maintain Confidentiality of Student Personally Identifiable Information - Public and
Student Record Requirements
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Employees and school officials are subject to all applicable policies and guidelines pertaining to protection of
the security, integrity and availability of the data stored on a PCD regardless of whether they are Corporation-
owned and assigned to a specific employee or school official or personally-owned by the employee or school

official.

PCD communications, including calls, text messages, instant messages, and e-mails sent or received may not
be secure. Therefore, employees and school officials should use discretion when using a PCD to relay
confidential information, particularly as it relates to students.

Additionally, PCD communications, including text messages, instant messages and e-mails sent and/or
received by a public employee or school official using his/her PCD may constitute public records.

Further, PCD communications about students, including text messages, instant messages and e-mails sent
and/or received by a Corporation employee or school official using his/her PCD may constitute education
records if the content includes personally identifiable information about a student.

Communications, including text messages, instant messages and e-mails sent and/or received by a
Corporation employee or school official using his/her PCD, that are public records or student records are
subject to retention and disclosure, upon request, in accordance with Policy 8310 — Public Records. PCD
communications that are student records should be maintained pursuant to Policy 8330 — Students Records.

It is the responsibility of the Corporation employee or school official who uses a PCD for Corporation
business-related use to archive all text messages, instant messages and e-mails sent and/or received using
his/her PCD in accordance with the Corporation’s requirements.

Finally, PCD communications and other electronically stored information (ESI) stored on the staff membet's
ot school official’s PCD may be subject to a Litigation Hold pursuant to Policy 8315 — Information
Management. Employees and school officials are required to comply with Corporation requests to produce
copies of PCD communications in their possession that are either public records or education records, or that
constitute ESI that is subject to a Litigation Hold.

At the conclusion of an individual’s employment or official service (whether through resignation, nonrenewal,
or termination), the employee or school official is responsible for verifying all public records, student records
and ESI subject to a Litigation Hold that are maintained on the employee’s or school official’s PCD are
transferred to the Corporation’s custody (e.g., server, alternative storage device). The Corporation’s I'T
department/staff is available to assist in this process. Once all public records, student records and ESI subject
to a Litigation Hold are transferred to the Corporation’s custody, the employee or school official is required
to delete the records/ESI from his/her PCD. The employee ot school official will be required to sign a
document confirming that all such records/information have been transferred to the Corporation’s custody
and deleted from his/her PCD.

Similarly, if an employee or school official intends to dispose of, or otherwise stop using, a personally-owned
PCD on which s/he has maintained public records, student records and/or ESI that is subject to a Litigation
Hold, the employee ot school official must transfer the records/ESI to the Corporation’s custody before
disposing of, or otherwise ceasing to use, the personally-owned PCD. The employee or school official is
responsible for securely deleting such records/ESI before disposing of, or ceasing to use, the personally-
owned PCD. Failure to comply with these requirements may result in disciplinary action.

If a PCD is lost, stolen, hacked or otherwise subjected to unauthorized access, the employee or school official
must notify the Superintendent immediately so a determination can be made as to whether any public
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records, student records and/or ESI subject to a Litigation Hold have been compromised and/or lost.
Pursuant to Policy 8305 Information Security and its accompanying guidelines, the Superintendent shall
determine whether any security breach notification laws may have application to the situation. Appropriate
notifications will be sent unless the records/information stored on the PCD were encrypted.

The Boatd prohibits employees and school officials from maintaining the following types of records and/or
information on their cell phones:

A. social security numbers

B. driver’s license numbers

C. credit and debit card information

D. financial account numbers

E. student personally identifiable information

F. information required to be kept confidential pursuant to the Americans

with Disabilities Act (ADA)

G. personal health information as defined by the Health Insurance Portability
and Accountability Act (HIPAA)

It is suggested that employees and school officials lock and password protect their PCDs when not in use.

Employees and school officials are responsible for making sure no third parties (including family members)
have access to records and/or information, which is maintained on a PCD in their possession, that is
confidential, privileged or otherwise protected by State and/or Federal law.

Privacy Issues

Except in emergency situations or as otherwise authorized by the Superintendent or as necessary to fulfill
their job responsibilities, employees and school officials are prohibited from using PCDs to capture, record
and/or transmit the words or sounds (i.e., audio) and/or images (i.c., pictures/video) of any student, staff
member or other person in the school or while attending a school-related activity. Using a PCD to capture,
record and/or transmit audio and/or pictures/video of an individual without proper consent is considered an
invasion of privacy and is not permitted.
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PCDs, including but not limited to those with cameras, may not be activated or utilized at any time in any
school situation where a reasonable expectation of personal privacy exists. These locations and circumstances
include, but are not limited to, locker rooms, shower facilities, rest/bathrooms, and any other areas whete
students or others may change clothes or be in any stage or degree of disrobing or changing clothes. The
Superintendent and building principals are authorized to determine other specific locations and situations
where use of a PCD is absolutely prohibited.

Personal Use of PCDs While at Work

Corporation employees may carry PCDs cell phones with them while at work but are subject to the following
restrictions:

A, Excessive use of a PCD cell phone for personal business during work
hours is considered outside the employee's scope of employment and may
result in disciplinaty action.

B. Employees are personally and solely responsible for the care and security of
their personally-owned PCDs. The Board assumes no responsibility for
theft, loss, or damage to, or misuse or unauthorized use of, personally-
owned PCDs brought onto Corporation property, or the unauthorized use
of such devices.

Potential Disciplinary Action

Violation of any provision of this policy may constitute just cause for disciplinary action up to and including
termination. Use of a PCD in any manner contrary to local, State or Federal laws also may result in
disciplinary action up to and including termination.

Protecting Children in the 21st Century Act, Pub. L. No. 110-385, Title 11, Stat. 4096 (2008)
Children’s Internet Protection Act (CIPA), Pub. L. No. 106-554 (2001)

20 U.S.C. 1232g; 34 CFR Part 99

Adopted 5/28/13
Revised 6/25/18

The Board is committed to the effective use of technology to both enhance the quality of student learning
and the efficiency of School Corporation operations.

However, the use of the Corporation’s network and technology resources by students is a privilege, not a
right. Students’ use of Corporation Technology Resources (see definition in Bylaw 0100) is a privilege, not a
right. As a prerequisite, students and their parents must sign and submit a Szudent Network and Internet
Acceptable Use and Safety form. (See also, Policy 7540.03)

The Superintendent shall develop, and implement a written Corporation Technology Plan (CTP). One (1) of
the primary purposes of the CTP is to evaluate new and emerging technologies and how they will play a role
in student achievement and success and/or efficient and effective Corporation operations.
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The CTP shall state the procedures for the proper acquisition of technology. The CTP also shall provide
guidance to staff and students about making safe, appropriate and ethical use of Corporation Technology
Resources, as well as inform both staff and students about disciplinary actions that will be taken if its
Technology Resources are abused in any way or used in an inappropriate, illegal, or unethical manner. See
Policy 7540.03 and AG 7540.03 — Student Technology Acceptable Use and Safety, and Policy 7540.04 and
AG 7540.04 — Staff Technology Acceptable Use and Safety.

The Superintendent, in conjunction with the Director of Technology, shall review the CTP and report any
changes, amendments, or revisions to the Board.

This policy, along with the Student and Statf Technology Acceptable Use and Safety policies and the Student
Code of Conduct, further govern students’ and staff members’ use of their personal communication devices
(see Policy 5136 and Policy 7530.02). Users have no right or expectation of privacy when using Corporation
Technology Resources (including but not limited to privacy in the content of their personal files, e-mails and
records of their online activity when using the Corporation’s computer network and/or Internet connection).

Further safeguards shall be established so that the Board's investment in both hardware and software achieves
the benefits of technology and inhibits negative side effects. Accordingly, students shall be educated about
appropriate online behavior including, but not limited to: using social media to interact with others online;
interacting with other individuals in chat rooms or on blogs; and, recognizing what constitutes cyberbullying,
understanding cyberbullying is a violation of Board policy, and learning appropriate responses if they
expetrience cyberbullying.

For purposes of this policy, social media is defined as Internet-based applications that facilitate
communication (e.g., interactive/two-way conversation/dialogue) and networking between individuals or
groups. Social media is "essentially a category of online media where people are talking, participating, sharing,
networking, and bookmarking online. Most social media services encourage discussion, feedback, voting,
comments, and sharing of information from all interested parties.”" [Quote from Ron Jones of Search Engine
Watch] Social media provides a way for people to stay "connected or linked to other sites, resources, and
people." Examples include Facebook, Twitter, Instagram, webmail, text messaging, chat, blogs, and instant
messaging (IM). Social media does not include sending or receiving e-mail through the use of Corporation-
issued e-mail accounts.

Staff may use social media for business-related purposes. Authorized staff may use Corporation Technology
Resources to access and use social media to increase awareness of Corporation programs and activities, as
well as to promote achievements of staff and students, provided the Superintendent approves, in advance,
such access and use. Use of social media for business-related purposes is subject to Indiana's public records
laws and staff members are responsible for archiving their social media and complying with the Corporation's
record retention schedule. See Policy 8310 — Public Records and AG 8310A — Public Records.

Instructional staff and their students may use Corporation Technology Resources to access and use social
media for educational purposes, provided the principal approves, in advance, such access and use.

However, personal access and use of social media, blogs, or chat rooms from the Corporation’s network is
expressly prohibited and shall subject students and staff members Students shall comply with Policy 7540.03
and Policy 5136 when using Corporation Technology Resources to access and/or use social media. Similarly,
staff shall comply with Policy 7540.04 and Policy 7530.02 when using Corporation Technology Resources to
access and/or use social media.
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7540.01 - TECHNOLOGY PRIVACY

The School Board recognizes its staff members' right to privacy in their personal lives. This policy serves to
inform staff members of the Corporation's position with respect to staff member privacy in the educational
and workplace setting and to protect the Corporation's interests.

All Corporation Technology Resources (as defined in Bylaw 0100) ate the Corporation's property and are to
be used primarily for business purposes. The Corporation retains the right to access and review all
Information Resources (as defined in Bylaw 0100), including but not limited to electronic and voice mail,
computer files, data bases, and any other electronic transmissions contained in or used in conjunction with
the Corporation's computer system/network, telephone system, electronic mail system, and voice mail
system. Staff members should have no expectation that any personal information or data maintained, stored,
or transmitted on or through such systems is confidential or private.

Review of such information may be done by the Corporation with or without the staff member's knowledge.
The use of passwords does not guarantee confidentiality, and the Corporation retains the right to access
information in spite of a password. A staff membet's refusal to permit such access may be grounds for
discipline up to and including discharge.

Corporation Technology Resources are to be used for business and educational purposes.

Personal messages via Corporation Technology Resources should be limited in accordance with the
Superintendent's guidelines.

Staff members are encouraged to keep their personal records and personal business at home.

Because Corporation Technology Resources are to be used primarily for business and educational purposes,
staff members are prohibited from sending offensive, discriminatory, or harassing computer, electronic, or
voice mail messages.

Corporation Technology Resources must be used propetly. Review of computer files, electronic mail, and
voice mail will be done only in the ordinary course of business and will be motivated by a legitimate business
reason. If a staff membet's personal information is discovered, the contents of such discovery will not be
reviewed by the Corporation except to the extent necessary to determine if the Corporation's interests have
been compromised. Any information discovered will be limited to those who have a specific need to know
that information.

The administrators and supervisory staff members authorized by the Superintendent have the authority to
search and access information electronically.

All Corporation Technology Resources and Corporation Information Resources are the property of the
Board. Staff members shall not copy, delete, or remove any information or data contained on Corporation
Technology Resources or communicate any such information to unauthorized individuals without the express
permission of the Superintendent. In addition, staff members shall not copy or download software onto any
Corporation Technology Resources and shall not bring software from outside sources for use on Corporation
Technology Resources without the prior approval of the Director of Technology. Such pre-approval shall
include a review of any copyright infringements or virus problems associated with such outside software.
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7540.02 - WEB CONTENT, APPS AND SERVICES

Creating Web Pages, Sites, Apps and Services

The School Board authorizes staff members and students to create web content, apps and web services (see
Bylaw 0100 - Definitions) that will be hosted by the School Corporation on its servers or Corporation-
affiliated servers and published on the Internet.

The web content, apps and web services must comply with State and Federal law, e.g., copyright laws,
Children’s Internet Protection Act (CIPA), Section 504 of the Rehabilitation Act of 1973 (Section 504),
Americans with Disabilities Act (ADA), and Children’s Online Privacy Protection Act (COPPA), and reflect
the professional image/brand of the Corporation, its employees, and students. Web content, apps and web
services must be consistent with the Corporation's Mission Statement and staff-created web content, apps
and web services are subject to prior review and approval of the Superintendent before being published on
the Internet and/or utilized with students.

Student-created web content, apps and web services are subject to Policy 5722 - School-Sponsored Student
Publications and Productions.

The creation of web content, apps and web services by students must be done under the supervision of a
professional staff member.

The Superintendent shall have final editorial authority over all content placed on the Corporation's servers or
Corporation-affiliated servers and displayed on the Corporation's website(s), apps and/or web services. The
Superintendent has the right to remove pages or links from any web page, as well as require that an app or
web service created by a Corporation staff member be removed from the Corporation's servers or
Corporation-affiliated setvers, based upon his/her determination that content is inappropriate ot is not
accessible to individuals with disabilities.

The purpose of web content, apps and web services hosted by the Corporation on its servers or Corporation-
affiliated servers is to educate, inform, and communicate. The following criteria should be used to guide the
development of such web content, apps and web services:

A. Educate

Content provided in the website should be suitable for and usable by
students and teachers to suppott the cutticulum and Cotporation's
Objectives as listed in the Corporation’s Strategic Plan.

B. Inform
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Content may inform the community about the school, teachers, students,
or departments, including information about curriculum, events, class
projects, student activities, and departmental policies.

C. Communicate

Content may communicate information about the plans, policies and
operations of the Corporation to members of the public and other persons
who may be affected by Corporation matters.

The information contained on the website(s) should reflect and support the Corporation’s Mission Statement,
Educational Philosophy, and the Academic Improvement Process.

When the content includes a photograph or information relating to a student, including Corporation-issued
email accounts, the Corporation will abide by the provisions of Policy 8330 - Student Records.

All links included on the Corporation’s website(s), web content, apps and web services also must meet the
above criteria and comply with State and Federal law (e.g. copyright laws, CIPA, Section 504, ADA, and
COPPA). Nothing in this paragraph shall prevent the Corporation from linking the Corporation's website(s)
to 1) recognized news/media outlets, e.g., local newspapers' websites, local television stations” websites, ot 2)
to websites, web content, apps, and/or web services that are developed and hosted by outside commercial
vendors pursuant to a contract with the Board. The Board recognizes that such third party websites may not

contain age-appropriate advertisements that are consistent with the requirements of Policy 9700.01, AG
9700B, and State and Federal law.

Under no circumstances are Corporation-created web content, apps or web services to be used for
commercial purposes, political lobbying, or to provide financial gains for any employee or student. As part of
this prohibition, web content, apps and web services contained on the Corporation’s website shall not: 1)
include statements or other items that support or oppose a candidate for public office, the investigation,
prosecution or recall of a public official, or the passage of a tax levy or bond issue; 2) include a link to a
website of another organization if the other website includes such a message; or 3) communicate information
that supports ot opposes any labor organization or any action by, on behalf of, or against any labor
organization.

Under no circumstances are staff member-created web content, apps or web services, including personal web
pages/sites, to be used to post student progtess reports, grades, class assighments, or any other similar class-
related material. Employees are required to use the Corporation-specified website, web content, app or web
service, e.g., Rediker Softwate - PlusPortal for the purpose of conveying information to students and/or
parents.

Staff members are prohibited from requiring students to go to the staff membet's personal web pages/sites
(including but not limited to Facebook, Instagram, or Pinterest) to check grades, obtain class assignments or
class-related materials, or to turn in assignments.

If a staff member creates web content, apps or web services related to his/her class, they must be hosted on
the Corporation's server or a Corporation-affiliated server.
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Unless the web content, app, or web service contains student personally identifiable information, Corporation
websites, web content, apps and web services that are created by students and/or staff members that are
posted on the Internet should not be password protected or otherwise contain restricted access features,
whereby only employees, student(s), or other limited groups of people can access the site. Community
members, parents, employees, staff, students, and other website users generally will be given full access to the
Corporation’s website(s), web content, apps and web services.

Web content, apps and web services should reflect an understanding that both internal and external audiences
will be viewing the information.

School website(s), web content, apps and web services must be located on Corporation-owned or
Corporation-affiliated servers.

The Superintendent shall prepare administrative guidelines defining the rules and standards applicable to the
use of the Corporation’s website and the creation of web content, apps and web services by staff and
students.

The Corporation retains all proprietary rights related to the design of web content, apps and web services that
are hosted on Corporation-owned or Corporation-affiliated servers, absent written agreement to the contrary.

Students who want their class work or information regarding their athletic endeavors, if applicable, to be
displayed on the Corporation's website, web content, apps and web services must have written parent
permission and expressly license the display and any related photographs without cost to the Corporation.

Prior written parental permission is necessary for a student to be identified by name on the Corporation's
website, web content, apps and web setrvices.

Instructional Use of Apps and Web Services

The Board authorizes the use of apps and/or web setvices to supplement and enhance learning opportunities
for students either in the classroom or for extended learning outside the classroom.

A teacher who elects to supplement and enhance student learning through the use of web setvices and/or
apps is responsible for verifying/certifying to the Principal that the app or web service has a FERPA-
compliant privacy policy, and it complies with all requirements of COPPA and CIPA and Section 504 and the
ADA.

The Board further requires the use of a Corporation-issued e-mail address in the login process.

P.L. 106-554, Children’s Internet Protection Act

15 U.S.C. 6501 et seq., Children’s Online Privacy Protection Act
20 U.S.C. 6777,9134

47 U.S.C. 254, Communications Act of 1934, as amended

34 C.EF.R. Part 99, Family Educational Rights and Privacy Act
47 C.F.R. 54.520, Children’s Internet Protection Act

Adopted 3/02
T.C.1/27/16
Revised 5/8/17
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7540.03 STUDENT TECHNOLOGY ACCEPTABLE USE AND
SAFETY

Students shall use School Corporation Technology Resources (see definition in Bylaw 0100) for educational
purposes only. Corporation Technology Resources shall not be used for personal, non-school related
purposes. Use of Corporation Technology Resources is a privilege, not a right. When using Corporation
Technology Resources, students must conduct themselves in a responsible, efficient, ethical, and legal
manner. Students found to have engaged in unauthorized or inappropriate use of Corporation Technology
Resources, including any violation of these guidelines, may have their privilege limited or revoked, and may
face further disciplinary action consistent with the Student Handbook, and/or civil or criminal liability. Prior
to accessing or using Corporation Technology Resources, students and parents of minor students must sign
the Student Technology Acceptable Use and Safety Agreement (Form 7540.03 F1). Parents should discuss
their values with their children and encourage students to make decisions regarding their use of Corporation
Technology Resources that is in accord with their personal and family values, in addition to the School
Board’s standards.

This guideline also governs students’ use of their personal communication devices (see definition in Bylaw
0100) when they are connected to Corporation Technology Resources or while the student is on
Corporation-owned property or at a Corporation-sponsored activity.

Below is a non-exhaustive list of unauthorized uses and prohibited behaviors. This guideline further provides
a general overview of the responsibilities users assume when using Corporation Technology Resources.

A, All use of Corporation Technology Resources must be consistent with the
educational mission and goals of the Corporation.

B. Students may access Corporation Technology Resources only by using
their assigned account. Use of another person's account/e-mail address is
prohibited. Students shall not allow other users to utilize their passwords.
Students may not go beyond their authorized access. Students should take
steps to prevent unauthorized access to their accounts by logging off or
"locking" their computers, laptops, tablets, and personal communication
devices when leaving them unattended.

C. No user may have access to another’s private files. Any attempt by users to
access another uset's or the Corporation's non-public files, or voicemail or
e-mail messages is considered theft. Attempts to gain access to
unauthotized tesources or information either on the Corporation's
computer or telephone systems or any systems to which the Corporation
has access are prohibited. Similatly, students shall not intentionally seek
information on, obtain copies of, or modify files, data or passwords
belonging to other users, or misrepresent other users on the network.
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Students shall not intentionally disable any security features used on
Corporation Technology Resources.

Students shall not use Corporation Technology Resources or their personal
communication devices to engage in vandalism, "hacking," or other illegal
activities (e.g., software pirating; intellectual property violations; engaging in
slander, libel, or harassment; threatening the life or safety of another;
stalking; transmission of obscene materials or child pornography, including
sexting; fraud; sale of illegal substances and goods).

1. Slander and libel — In short, slander is "oral communication of false
statements injurious to a person’s reputation,” and libel is "a false
publication in writing, printing, or typewriting or in signs or
pictures that maliciously damages a person’s reputation or the act
or an instance of presenting such a statement to the public." (The
American Heritage Dictionary of the English Language. Third
Edition is licensed from Houghton Mifflin Company. Copyright ©
1992 by Houghton Mifflin Company. All rights reserved.) Students
shall not knowingly or recklessly post false or defamatory
information about a person or organization. Students are reminded
that material distributed over the Internet is "public" to a degree no
other school publication or utterance is. As such, any remark may
be seen by literally millions of people and harmful and false
statements will be viewed in that light.

2. Students shall not use Corporation Technology Resources to
transmit material that is threatening, obscene, disruptive, or
sexually explicit or that can be construed as harassment or
disparagement of others based upon their race, national origin, sex,
sexual orientation or transgender identity, age, disability, religion,
or political beliefs. Sending, sharing, viewing or possessing pictures,
text messages, e-mails or other materials of a sexual nature (i.e.
sexting) in electronic or any other form, including the contents of a
personal communication device or other electronic equipment is
grounds for discipline. Such actions will be reported to local law
enforcement and child services as required by law.

3. Vandalism and Hacking — Deliberate attempts to damage the
hardware, software, or information residing in Corporation
Technology Resources or any computer system attached through
the Internet is strictly prohibited. In particular, malicious use of
Corporation Technology Resources to develop programs that
harass other users or infiltrate a computer/laptop/tablet or
computer system and/or damage the software components of a
computer or computing system is prohibited.

52



Wa-Nee Community Schools
Board Policy
Series 7000
Property

Attempts to violate the integrity of private accounts, files or
programs, the deliberate infecting of the network or computers,
laptops, tablets, etc., attached to the network with a "virus", and
attempts at hacking into any internal or external computer systems
using any method will not be tolerated.

Students shall not engage in vandalism or use Corporation
Technology Resources or their personal communication devices in
such a way that would disrupt others’ use of Corporation
Technology Resources.

Vandalism is defined as any malicious or intentional attempt to
harm, steal, or destroy data of another user, school networks, or
technology hardware. This includes but is not limited to uploading
or creating computer viruses, installing unapproved software,
changing equipment configurations, deliberately destroying or
stealing hardware and its components, or seeking to circumvent or
bypass network security and/or the Board's technology protection
measures. Students also must avoid intentionally wasting limited
resources. Students must notify the teacher, building principal, or a
Building Administrator immediately if they identify a possible
security problem. Students should not go looking for security
problems, because this may be construed as an unlawful attempt to
gain access.

Use of Corporation Technology Resources to access, process,
distribute, display or print child pornography and other material that
is obscene, objectionable, inappropriate and/or harmful to minors is
prohibited. As such, the following material is prohibited: material
that appeals to a prurient interest in nudity, sex, and excretion;
material that depicts, describes or represents in a patently offensive
way (with respect to what is suitable for minors) an actual or
simulated sexual act or sexual contact, actual or simulated normal or
perverted sexual acts, or a lewd exhibition of the genitals; and
material that lacks serious literary, artistic, political or scientific value
as to minors. If a student inadvertently accesses material that is
prohibited by this paragraph, s/he must disclose the inadvertent
access to the teacher or building principal immediately. This will
protect the user against an allegation that s/he intentionally violated
this provision.

Unauthorized Use of Software or Other Intellectual Property from
Any Source — All communications and information accessible via
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the Internet should be assumed to be private property (i.e.,
copyrighted and/or trademarked). Laws and ethics require proper
handling of intellectual property. All copyright issues regarding
software, information, and attributions/acknowledgement of
authorship must be respected.

Software is intellectual property, and, with the exception of
freeware, is illegal to use without legitimate license or permission
from its creator or licensor. All software loaded on Corporation
computers must be approved by the Technology Director, and the
Corporation must own, maintain, and retain the licenses for all
copyrighted software loaded on Corporation computers. Students
are prohibited from using Corporation Technology Resoutces for
the purpose of illegally copying another person’s software. Illegal
peer-to-peer file trafficking of copyrighted works is prohibited.

Online articles, blog posts, podcasts, videos, and wiki entries are
also intellectual property. Students should treat information found
electronically in the same way they treat information found in
printed sources — i.e., propetly citing sources of information and
refraining from plagiarism. Rules against plagiarism will be
enforced.

Transmission of any material in violation of any State or Federal law or
regulation or Board policy is prohibited.

Corporation Technology Resources may not be used for private gain or
commercial purposes (e.g., purchasing or offering for sale personal
products or services by students), advertising, or political lobbying.

Use of Corporation Technology Resources to engage in cyberbullying is
prohibited. "Cyberbullying" involves the use of information and
communication technologies to support deliberate, repeated, and hostile
behavior by an individual or group, which is intended to harm others. [Bill
Belsey (http//www.cyberbullying.org)] Cyberbullying may occur through e-
mail, instant messaging (IM), chat room/Bash Boards, small text-messages
(SMS), websites, and voting booths.

Cyberbullying includes, but is not limited to the following:
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1. posting slurs or rumors or other disparaging remarks about a
student on a website or on weblog;

2. sending e-mail or instant messages that are mean or threatening or
so numerous as to negatively impact the victim's use of that
method of communication and/or drive up the victim’s cell phone

bill;

3. using a camera phone to take and send embarrassing and/or
sexually explicit photographs/recordings of students;

4. posting misleading or fake photographs of students on websites.

Students are expected to abide by the following generally-accepted rules of
network etiquette:

1. Be polite, courteous, and respectful in your messages to others.
Use language appropriate to school situations in any
communications made through or utilizing Corporation
Technology Resources. Do not use obscene, profane, vulgar,
sexually explicit, defamatory, threatening, abusive or disrespectful
language in communications made through or utilizing
Corporation Technology Resources.

2. Do not engage in personal attacks, including prejudicial or
discriminatory attacks.

3. Do not harass another person. Harassment is persistently acting in
a manner that distresses or annoys another person. If a student is
told by a person to stop sending him/her messages, the student
must stop.

4. Do not post information that, if acted upon, could cause damage
or a danger of disruption.

5. Never reveal names, addresses, phone numbers, or passwords of
yourself or other students, family members, teachers,
administrators, or other staff members while communicating on
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the Internet. This prohibition includes, but is not limited to,
disclosing personally identifiable information on commercial
websites.

6. Do not transmit pictures or other information that could be used
to establish your identity without prior approval of a teacher.

7. Never agree to get together with someone you "meet" on-line
without prior parent approval and participation.

8. Check e-mail frequently, and delete e-mail promptly.

9. Students should disclose promptly to a teacher or administrator
any messages they receive that are inappropriate or make them feel
uncomfortable, especially any e-mail that contains sexually explicit
content (e.g. pornography). Students should not delete such
messages until instructed to do so by an administrator.

Downloading of files onto school-owned equipment or contracted online
educational services is prohibited, without prior approval from Technology
Director/Building Principal; all downloads must be to an external storage
device. If a student transfers files from information services and electronic
bulletin board services, the student must check the file with a virus-
detection program before opening the file for use. Only public domain
software may be downloaded. If a student transfers a file or software
program that infects Corporation Technology Resources with a virus and
causes damage, the student will be liable for any and all repair costs to
make the Corporation Technology Resources once again fully operational.

Students must secure prior approval from a teacher or the Principal before
joining a Listserv (electronic mailing lists) and should not post personal
messages on bulletin boards or "Listservs."

Students may use real-time electronic communication, such as chat or
instant messaging, only under the direct supervision of a teacher or in
moderated environments that have been established to support educational
activities and have been approved by the Board, Superintendent, or
building principal. Students may use their school-assigned accounts/email
addresses only when accessing, using or participating in real-time electronic
communications for education purposes.
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Privacy in communications over the Internet and through the
Corporation’s computer network is not guaranteed. In order to verify
compliance with these guidelines, the Board reserves the right to access,
monitor, review, and inspect any directories, files and/or messages residing
on or sent using its Technology Resources. Messages relating to or in
support of illegal activities will be reported to the appropriate authorities.

The following notice will be included as part of the computer log-on
screen:

"Corporation Technology Resources (as defined in Bylaw 0100) are to be
used for educational and professional purposes only. Users are reminded
that all use of Corporation Technology Resources, including Internet use, is
monitored by the Corporation and individual users have no expectation of
privacy."

Use of the Internet and any information procured from the Internet is at
the student's own risk. The Corporation makes no warranties of any kind,
either express or implied, that the functions or the services provided by or
through Corporation Technology Resources will be error-free or without
defect. The Corporation is not responsible for any damage a user may
suffer, including, but not limited to, loss of data, service interruptions, or
exposure to inappropriate material or people. The Corporation is not
responsible for the accuracy or quality of information obtained through the
Internet. Information (including text, graphics, audio, video, etc.) from
Internet sources used in student papers, reports, and projects must be cited
the same as references to printed materials. The Corporation is not be
responsible for financial obligations arising through the unauthorized use
of its Technology Resources. Students or parents of students will
indemnify and hold the Corporation harmless from any losses sustained as
the result of a student's misuse of Corporation Technology Resoutces.

Disclosute, use and/or dissemination of personally identifiable information
of minors via the Internet is prohibited except as expressly authorized by
the minor student's parent/guardian on the "Student Technology
Acceptable Use and Safety Agreement Form."

Proprietary rights in the design of web sites hosted on the Corporation's
servers remains at all times with the Corporation.
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File-sharing is strictly prohibited. Students are prohibited from
downloading and/or installing file-sharing software or programs on
Corporation Technology Resources.

Since there is no central authority on the Internet, each site is responsible
for its own users. Complaints received from other sites regarding any of the
Corporation’s users will be investigated fully and disciplinary action will be
taken as appropriate.

Preservation of Resources and Priorities of Use: Corporation Technology
Resources are limited. Each student is permitted reasonable space to store
e-mail, web, and personal school-related files. The Board reserves the right
to require the purging of files in order to regain disk space. Students who
require access to Corporation Technology Resources for class- or
instruction-related activities have priority over other users. Students not
using Corporation Technology Resources for class-related activities may be
"bumped" by any student requiring access for class- or instruction-related
activities. The following hierarchy will prevail in governing access to
Corporation Technology Resources:

1. Class work, assigned and supervised by a staff member.

2. Class work, specifically assigned but independently conducted.

3. Personal correspondence (e-mail — checking, composing, and
sending).

4. Training (use of such programs as typing tutors, etc.).

5. Personal discovery ("surfing the Internet").

6. Other uses — access to resources for "other uses" may be further

limited during the school day at the discretion of the building
principal or Technology Director.
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Game playing is not permitted unless under the supervision of a teacher.

Abuse of Network Resources

Peer-to-peer file sharing, mass mailings, downloading of unauthorized games, videos, and music are wasteful
of limited network resources and are forbidden. In addition, the acquisition and sharing of copyrighted
materials is illegal and unethical.

Unauthorized Printing

Corporation printers may be used to print only school-related documents and assignments. Printers, like
other school resources, are to be used in a responsible manner. Ink cartridges and paper, along with printer
repairs and replacement are very expensive. The Corporation monitors printing by user. Print jobs deemed
excessive and abusive of this privilege may result in charges being assessed to the student. Users are
prohibited from replacing ink cartridges and performing any other service or repairs to printers. Users should
ask, as appropriate, for assistance to clear paper that is jamming a printer.

Any questions and concerns regarding these guidelines may be directed to Technology Director.

H.R. 4577, P.L. 106-554, Children's Internet Protection Act of 2000

47 U.S.C. 254(h), (1), Communications Act of 1934, as amended

20 U.S.C. 6301 et seq., Part F, Elementary and Secondary Education Act of 1965, as amended
18 U.S.C. 2256

18 U.S.C. 1460

18 U.S.C. 2246

20 U.S.C. 6777, 9134 (2003)

Approved 8/28/17
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7540.04 - STAFF EDUCATION TECHNOLOGY ACCEPTABLE USE
AND SAFETY

Technology has fundamentally altered the ways in which information is accessed, communicated, and
transferred in society. As a result, educators are continually adapting their means and methods of instruction,
and the way they approach student learning, to incorporate the vast, diverse, and unique resources available
through the Internet. The School Board provides Technology Resources and Information Resources (as
defined by Bylaw 0100) to support the educational and professional needs of its staff and students. The Board
provides staff with access to the Internet for limited educational purposes only and utilizes online educational
services/apps to enhance the instruction delivered to its students and to facilitate the staff’s work. The
Corporation’s computer network and Internet system do not serve as a public access service or a public
forum, and the Board imposes reasonable restrictions on its use consistent with its limited educational
purpose.

The Board regulates the use of Corporation Technology Resources and Information Resources by principles
consistent with applicable local, State, and Federal laws, and the Corporation’s educational mission. This
policy, its related administrative guidelines and any applicable employment contracts and collective bargaining
agreements govern the staffs’ use of the Corporation’s Technology Resources and Information Resources
and staff’s personal communication devices when they are connected to the Corporation’s computer network,
Internet connection and/or online educational services/apps, or when used while the staff member is on
Corporation-owned property or at a Corporation-sponsored activity (see Policy 7530.02).

Users are prohibited from engaging in actions that are illegal (such as libel, slander, vandalism, harassment,
theft, plagiarism, inappropriate access, and the like) or unkind (such as personal attacks, invasion of privacy,
injurious comment, and the like) when using Corporation Technology Resources and Information Resources.
Because its Technology Resources are not unlimited, the Board also has instituted restrictions aimed at
preserving these resources, such as placing limits on use of bandwidth, storage space, and printers.

Users have no right or expectation to privacy when using Corporation Technology Resources and
Information Resources (including, but not limited to, privacy in the content of their personal files, e-mails,
and records of their online activity when using the Corporation's computer network and/or Internet
connection).

Statf members are expected to utilize Corporation Technology Resources and Information Resources to
promote educational excellence in our schools by providing students with the opportunity to develop the
resource sharing, innovation, and communication skills and tools that are essential to both life and work. The
Board encourages the faculty to develop the appropriate skills necessary to effectively access, analyze,
evaluate, and utilize these resources in enriching educational activities. The instructional use of the Internet
and online educational services will be guided by Board Policy 2520 — Selection of Instructional Materials and
Equipment.

The Internet is a global information and communication network that provides students and staff with access
to up-to-date, highly relevant information that will enhance their learning and the education process. Further,
Corporation Technology Resources provide students and staff with the opportunity to communicate with
other people from throughout the world. Access to such an incredible quantity of information and resources
brings with it, however, certain unique challenges and responsibilities.

The Corporation may not be able to limit access technologically through its Technology Resources to only
those services and resources that have been authorized for the purpose of instruction, study and research
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related to the curriculum. Unlike in the past, when educators and community members had the opportunity
to review and screen materials to assess their appropriateness for supporting and enriching the curriculum
according to adopted guidelines and reasonable selection criteria (taking into account the varied instructional
needs, learning styles, abilities, and developmental levels of the students who would be exposed to them),
access to the Internet, because it serves as a gateway to any publicly available file server in the world, opens
classrooms and students to electronic information resources which may not have been screened by educators
for use by students of various ages.

Pursuant to Federal law, the Corporation has implemented technology protection measures that protect
against (e.g., filter or block) access to visual displays/depictions/materials that are obscene, constitute child
pornography, and/or are harmful to minors, as defined by the Children’s Internet Protection Act. At the
discretion of the Board or Superintendent, the technology protection measures may be configured to protect
against access to other material considered inappropriate for students to access. The Board also utilizes
software and/or hardware to monitor online activity of students to restrict access to child pornography and
other material that is obscene, objectionable, inappropriate and/or harmful to minors. The technology
protection measures may not be disabled at any time that students may be using Corporation Technology
Resources if such disabling will cease to protect against access to materials that are prohibited under the
Children’s Internet Protection Act. Any staff member who attempts to disable the technology protection
measures without express written consent of an appropriate administrator will be subject to disciplinary
action, up to and including termination.

The Superintendent or His/Her Designee may temporarily or permanently unblock access to websites or
online educational services/apps containing appropriate material, if access to such sites has been blocked
inappropriately by the technology protection measures. The determination of whether material is appropriate
ot inappropriate shall be based on the content of the material and the intended use of the material, not on the
protection actions of the technology protection measures. The Superintendent or His /Her Designee may also
disable the technology protection measures to enable access for bona fide research or other lawful purposes.

Staff members will participate in professional development programs in accordance with the provisions of
law and this policy. Training shall include:

A. the safety and security of students while using e-mail, chat rooms, social
media, and other forms of direct electronic communications;

B. the inherent danger of students disclosing personally identifiable
information online;

C. the consequences of unauthorized access (e.g., "hacking", "harvesting",
"digital piracy", "data mining", etc.), cyberbullying and other unlawful or
inappropriate activities by students online; and

D. unauthorized disclosure, use, and dissemination of personally identifiable
information regarding minors.
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Furthermore, staff members shall provide instruction for their students regarding the appropriate use of
technology and online safety and security and specified above, and staff members will monitor students’
online activities while at school.

Monitoring may include, but is not necessarily limited to, visual observations of online activities during class
sessions; or use of specific monitoring tools to review browser history and network, server, and computer
logs.

The disclosure of personally identifiable information about students online is prohibited.

Building principals are responsible for providing training so that users under their supervision are
knowledgeable about this policy and its accompanying guidelines. The Board expects that staff members will
provide guidance and instruction to students in the appropriate use of the Corporation Technology
Resources. All users of Corporation Technology Resources are required to sign a written agreement to abide
by the terms and conditions of this policy and its accompanying guidelines.

Staff will be assigned a school email address that they are required to utilize for all school-related electronic
communications, including those to students, parents, and other staff members.

Staff members are responsible for good behavior on Corporation Technology and Information Resources,
i.e., behavior comparable to that expected when they are in classrooms, in school hallways, on other school
premises and at school-sponsored events. Communications on Education Technology are often public in
nature. The Board does not approve any use of its Technology Resources and Information Resources that is
not authorized by or conducted strictly in compliance with this policy and its accompanying guidelines.

General school rules for behavior and communication apply.

Users who disregard this policy and its accompanying guidelines may have their use privileges suspended or
revoked, and disciplinary action taken against them. Users are personally responsible and liable, both civilly
and criminally, for uses of Technology Resources not authorized by this Board Policy and its accompanying
guidelines.

The Board designates the Superintendent and the Technology Director as the administrators responsible for
initiating, implementing, and enforcing this policy and its accompanying guidelines as they apply to staff
members' use of Cotrporation Technology and Information Resoutces.

Social Media Use

An employee’s personal or private use of social media may have unintended consequences. While the Board
respects its employees’ First Amendment rights, those rights do not include permission to post inflammatory
comments related to matters of private concern that could compromise the Corporation’s mission,
undermine staff relationships, or cause a substantial disruption to the school environment. This warning
includes staff members’ online conduct that occurs off school property including from the employee’s private
computer. Postings to social media should be done in a manner sensitive to the staff member’s professional
responsibilities.

In addition, Federal and State confidentiality laws forbid schools and their employees from using or disclosing
student education records without parent consent (see Board Policy 8330). Education records include a wide
variety of information, and posting personally identifiable information about students is not permitted. Staff
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members who violate State and Federal confidentiality laws or privacy laws related to the disclosure of
confidential student or employee information may be disciplined.

Nothing in this policy is intended to interfere with any school employee’s rights under applicable law with
respect to union organizing or collective bargaining.

P.L. 106-554 (2000), Children's Internet Protection Act

47 US.C. 254(h), (1), Communications Act of 1934, as amended (2003)

18 U.S.C. 1460

18 U.S.C. 2246

18 U.S.C. 2256

20 U.S.C. 6301 et seq., Part F, Elementary and Secondary Education Act of 1965, as amended (2003)
20 U.S.C. 6777, 9134 (2003)

47 CF.R. 54.500 - 54.523

Adopted 3/02
Revised 3/8/10
Revised 6/25/12
Revised 2/23/15
T.C.1/27/16
Revised 8/28/17
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7540.05 - CORPORATION-ISSUED STAFF E-MAIL ACCOUNT

Staff

The School Board is committed to the effective use of electronic mail ("e-mail") by all School Corporation
staff and Board members in the conduct of their official duties. This policy and any corresponding guidelines
are intended to establish a framework for the proper use of e-mail for conducting official business and
communicating with colleagues, students, parents and community members.

When available, the Corporation's e-mail system must be used by employees for any official Corporation e-
mail communications. Corporation staff are expected to exercise reasonable judgment and prudence and take
appropriate precautions to prevent viruses from entering the Corporation's network when opening or
forwarding any e-mails or attachments to e-mails that originate from unknown sources.

Corporation staff shall not send or forward mass e-mails, even if the e-mails concern Corporation business,
without prior approval of the Superintendent.

Corporation staff may join list servs or other e-mail services (e.g. RSS feeds) that pertain to their
responsibilities in the Corporation, provided these list servs or other e-mail services do not exceed the staff
member's e-mail storage allotment.

Staff members are encouraged to keep their inbox and folders organized by regularly reviewing e-mail
messages, appropriately saving e-mails that constitute a public record or student record and e-mails that are
subject to a litigation hold (see Policy 8315 — Information Management), and purging all other e-mails that
have been read. If the staff member is concerned that his/her e-mail storage allotment is not sufficient, s/he
should contact the Corporation's Technology Director.

Staff members are prohibited from using school email (or school time) to promote any referendum after the
resolution is passed or any political candidates.

Nothing in this policy is intended to interfere with any school employee’s rights under applicable law with
respect to union organizing or collective bargaining.

Public Records

The Corporation complies with all Federal and State laws pertaining to electronic mail. Accordingly, e-mails
written by or sent to Corporation staff and Board members may be public records if their content concerns
Corporation business or education records if their content includes personally identifiable information about
a student. E-mails that are public records are subject to retention and disclosure, upon request, in accordance
with Policy 8310 — Public Records. E-mails that are student records must be maintained pursuant to Policy
8330 — Student Records. Finally e-mails may constitute electronically stored information ("ESI") that may be
subject to a litigation hold pursuant to Policy 8315 — Information Management.

State and Federal law exempt certain documents and information within documents from disclosure, no
matter what their form. Therefore, certain e-mails may be exempt from disclosure or it may be necessary to
redact certain content in the e-mails before the e—mails are released pursuant to a public records request, the
request of a parent or eligible student to review education records, or a duly served discovery request
involving ESI.
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E-mails written by or sent to Corporation staff and Board members by means of their private e-mail account
may be public records if the content of the e-mails concerns Corporation business or education records if
their content includes personally identifiable information about a student. Consequently, staff shall comply
with a Corporation request to produce copies of e-mail in their possession that are either public records or
education records or that constitute ESI that is subject to a litigation hold, even if such records reside on a
computer owned by an individual staff member or are accessed through an e-mail account not controlled by
the Corporation.

Retention

Pursuant to State and Federal law, e-mails that are public records or education records and e-mails that are
subject to a litigation hold shall be retained.

The Corporation maintains archives of all e-mails sent and/or received by users of the Corporation's e-mail
service. Staff members are required to forward copies of any e-mails received in their personal e-mail
account(s) not affiliated with the Corporation server to their Corporation e-mail account so that these records
also are archived for future retrieval, if necessary.

Unauthorized E-mail

The Board does not authorize the use of its Technology Resources, including its computer network
("network"), to accept, transmit, or distribute unsolicited bulk e-mail sent through the Internet to network e-
mail accounts. In addition, Internet e-mail sent, or caused to be sent, to or through the network that makes
use of or contains invalid or forged headers, invalid or nonexistent domain names, or other means of
deceptive addressing will be deemed to be counterfeit. Any attempt to send or cause such counterfeit e-mail
to be sent to or through the network is unauthorized. Similarly, e-mail that is relayed from any third party's e-
mail servers without the permission of that third party, or which employs similar techniques to hide or
obscure the source of the e-mail, is also an unauthorized use of the network. The Board does not authorize
the harvesting or collection of network e-mail addresses for the purposes of sending unsolicited e—mail. The
Board reserves the right to take all legal and technical steps available to prevent unsolicited bulk e-mail or
other unauthorized e-mail from entering, utilizing, or remaining within the

network. Nothing in this policy is intended to grant any right to transmit or send e-mail to, or through, the
network. The Board's failure to enforce this policy in every instance in which it might have application does
not amount to a waiver of its rights.

Unauthorized use of the network in connection with the transmission of unsolicited bulk e-mail, including the
transmission of counterfeit e-mail, may result in civil and criminal penalties against the sender and/or possible
disciplinary action.

Authorized Use and Training

Pursuant to Policy 7540.04, staff and Board members using the Corporation's e-mail system shall
acknowledge their review of, and intent to comply with, the Board policy on acceptable use and safety by
signing and submitting Form 7540.04 F1.

Furthermore, staff using the Corporation's e-mail system shall satisfactorily complete training on student
internet safety, including use of email, pursuant to Policy 7540.04.
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7540.06 - CORPORATION-ISSUED STUDENT E-MAIL ACCOUNT

Students assigned a School Corporation-issued email account are required to utilize it for all school-related
electronic communications, including those to staff members and individuals and/or organizations outside
the Corporation with whom they are communicating for school-related projects and assignments. Further, as
directed and authorized by their teachers, they shall use their assigned Corporation-issued email account when
signing-up/registering for access to various online educational setvices, including mobile applications/apps
that will be utilized by the student for educational purposes.

This policy and any corresponding guidelines serve to establish a framework for students’ proper use of e-
mail as an educational tool.

Personal e-mail accounts on providers other than the Corporation's e-mail system may be blocked at any time
if concerns for network security, SPAM, or virus protection arise. Students are expected to exercise
reasonable judgment and prudence and take appropriate precautions to prevent viruses from entering the
Corporation's network when opening or forwarding any e-mails or attachments to e-mails that originate from
unknown sources.

Students shall not send or forward mass e-mails, even if educationally-related, without prior approval of their
classroom teacher or the Building Principal.

Students may join list servs or other e-mail services (e.g., RSS feeds) that pertain to academic work, provided
the emails received from the list servs or other e-mail services do not become excessive. If a student is unsure
whether s/he has adequate storage or should subsctibe to a list serv or RSS feed, s/he should discuss the
issue with his/her classroom teacher, the building principal or the Corporation's Technology Director. The
Technology Director is authorized to block e-mail from list servs or e-mail services if the e-mails received by
the student become excessive.

Students are encouraged to keep their inbox and folders organized by regularly reviewing e-mail messages and
purging e-mails once they are read and no longer needed for school.

Unauthorized E-mail

The School Board does not authorize the use of its Technology Resources, including its computer network
("network"), to accept, transmit, or distribute unsolicited bulk e-mail sent through the Internet to network e-
mail accounts. In addition, Internet e-mail sent, or caused to be sent, to or through the network that makes
use of or contains invalid or forged headers, invalid or non-existent domain names, or other means of
deceptive addressing will be deemed to be counterfeit. Any attempt to send or cause such counterfeit e-mail
to be sent to or through the network is unauthorized. Similarly, e-mail that is relayed from any third party's e-
mail servers without the permission of that third party, or which employs similar techniques to hide or
obscure the source of the e-mail, is also an unauthorized use of the network. The Board does not authorize
the harvesting or collection of network e-mail addresses for the purposes of sending unsolicited e—mail. The
Board reserves the right to take all legal and technical steps available to prevent unsolicited bulk e-mail or
other unauthorized e-mail from entering, utilizing, or remaining within the network. Nothing in this policy is
intended to grant any right to transmit or send e-mail to, or through, the network. The Board's failure to
enforce this policy in every instance in which it might have application does not amount to a waiver of its
rights.

67


http://www.neola.com/wanee-in/search/ag/ag7540.06.htm

Wa-Nee Community Schools
Board Policy
Series 7000
Property
Unauthorized use of the network in connection with the transmission of unsolicited bulk e-mail, including the
transmission of counterfeit e-mail, may result in civil and criminal penalties against the sender and/or possible
disciplinary action.

Authorized Use and Training

Pursuant to Policy 7540.03, students using the Corporation's e-mail system shall acknowledge their review of,
and intent to comply with, the Corporation's policy on acceptable use and safety by signing and submitting
Form 7540.03 F1.

Furthermore, students using the Corporation's e-mail system shall satisfactorily complete training, pursuant to
Policy 7540.03, regarding the proper use of e-mail.

Adopted 8/28/17
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7541 - ELECTRONIC DATA PROCESSING DISASTER RECOVERY
PLAN

The Board is committed to maintaining and protecting the Corporation’s Information System. The Board
believes that a complete and accurate Information System which includes educational, student, fiscal and
personnel information is vital to the Board’s ability to deliver uninterrupted educational service to the
community it represents. To that end, the Superintendent, shall develop, test and maintain an Electronic Data
Processing Disaster Recovery Plan for use in the event a disaster should disable the Corporation’s electronic data
processing equipment.

The Plan may include:

A. adequate equipment insurance;
B. alist of the applications that are used by the Corporation;

C. procedures used to backup all programs and data on a daily, monthly, quarterly and year-end
basis;

D. backup storage off-site;

E. maintenance agreements for hardware and software (including, but not limited to the operating
system);

F. alist of vendor contacts to be called for the immediate replacement of disabled equipment or
corrupted software;

G. asalast resort, the procedure to create payroll checks and budgetary checks, and perform other
necessaty accounting functions, off site.

Adopted 3/8/10
T.C.1/27/16
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7542 - ACCESS TO CORPORATION TECHNOLOGY RESOURCES
FROM PERSONAL COMMUNICATION DEVICES

The Board permits employees, students, Board members, as well as contractors, vendors, and/or agents to
use their personal communication devices ("PCDs") to wirelessly access the Corporation's technology
resources (guest or business networks, servers, projectors, printers, etc.) while they are on-site at any
Corporation facility. Access to the business/guest network shall require authentication.

For purposes of this policy, "personal communication device" includes computers, tablets (e.g., iPads and
similar devices), electronic readers ("e-readers"; e.g., Kindles and similar devices), cell phone (e.g.,
mobile/cellular telephones, smartphones (e.g., BlackBetry, iPhone, etc.), and/or other web-enabled devices of

any type.

The Director of Technology is charged with developing [or, is directed to develop] the necessary standards
for connecting PCDs to the Corporation’s technology resources. The standards shall be available upon
request.

The standards shall be designed and enforced to minimize the Board's exposure to damages, including, but
not limited to, the loss of sensitive Corporation data, illegal access to confidential data, damage to the
Corporation's intellectual property, damage to the Corporation's public image, and damage to the
Corporation's critical internal systems, from unauthorized use.

The use of PCDs must be consistent with the established standards for appropriate use as defined in Policy
7540.03 and AG 7540.03 — Student Network and Internet Acceptable Use and Safety, Policy 7540.04 and AG
7540.04 — Staff Network and Internet Acceptable Use and Safety, Policy 5136 and AG 5136 - Personal
Communication Device, Policy 7530.02 - Staff Use of Communication Devices. When an individual connects
to and uses the Corporation’s technology resources, s/he must agree to abide by all applicable policies,
administrative guidelines and laws (e.g., the user will be presented with a "splash screen" that will set forth the
terms and conditions under which s/he will be able to access the Corporation’s technology resource(s); the
user will need to accept the stated terms and conditions before being provided with access to the specified
technology resource(s)).

In order to comply with the Children’s Internet Protection Act ("CIPA"), the Board has implemented
technology protection measures that protect against (e.g., filter or block™) access to visual
displays/depictions/materials that are obscene, constitute child pornography, and/or are harmful to minots.
The Board also utilizes software and/or hardware to monitor online activity to restrict access to child
pornogtraphy and other material that is obscene, objectionable, inapproptiate and/or harmful to minors.

Any user who violates the established standards and/or the Board's Acceptable Use policy, or who accesses
the Corporation’s technology resources without authorization may be prospectively denied access to the
Corporation’s technology resources. If the violation is committed by a contractor, vendor or agent of the
Corporation, the contract may be subject to cancellation. Further disciplinary action may be taken if the
violation is committed by a student or employee.

The owner of a PCD bears all responsibility and assumes all risk of theft, loss, or damage to, or misuse or

unauthorized use of the device while it is on Board property. This provision applies to everyone, regardless of
their affiliation or connection to the Corporation.
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7543 - REMOTE ACCESS TO THE CORPORATION'S NETWORK

Access to the Corporation's Website (www.wanee.org) is encouraged.

The Board encourages employees, parents, students, and community members to check the Corporation's
website regularly. Some resources may require a user name and password, or a login procedure due to the
personally identifiable nature of the information provided through that resource.

Access to the Corporation Network through Server

Corporation employees and/or students, as well as contractors, vendors, and/or agents of the Corporation,
are permitted to use their personally-owned or Corporation-owned computer or workstation and/or web-
enabled devices of any type to remotely (i.e. away from Corporation property and facilities) access the
Corporation's server and thereby connect to the Corporation's Network. This policy is limited to remote
access connections that are used to do work on behalf of or for the benefit of the Corporation, including, but
not limited to, reading or sending e-mail and reviewing Corporation-provided intranet web resources and
completing assigned coursework.

Each individual granted remote access privileges pursuant to this policy must adhere to the following
standards and regulations:

A.

his/her device computer/device must have, at the minimum, the anti-virus software specified in
the Corporation's standards for remote access and connection

the individual may only access the Network using his/her assigned user name and password

The individual must not allow other persons, including family members, to use his/her user
name and password to login into the Network. The user may not go beyond his/her authorized
access.

his/her device may not be connected to any other network at the same time s/he is connected to
the Network, with the exception of personal networks that are under the complete control of the
user

the individual may not access non-Corporation e-mail accounts (e.g. Hotmail, Gmail, Yahoo,
AOL, and the like) or other external resources while connected to the Network

his/her device may not, at any time while the individual is using remote access to connect to the
Network, be reconfigured for the purpose of split tunneling or dual homing

use of the Network is contingent upon the individual abiding by the terms and conditions of the
Corporation's Network and Internet Acceptable Use and Safety policy and guidelines

Users may be required to sign the applicable agreement form (Form 7540.03 F1 or Form 7540.04
1) prior to being permitted to use remote access.
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Additional standards and regulations for remotely accessing and connecting to the Corporation network shall
be developed and published in AG 7543 - Standards and Regulations for Remote Access and Connection.

Any user who violates this policy may be denied remote access and connection privileges.

Any employee who violates this policy may be disciplined, up to and including termination and any student
who violates this policy may be disciplined up to and including suspension or expulsion.

Adopted 3/8/10
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7550 - JOINT USE OF FACILITIES

The Board advocates the joint expenditure of Corporation funds and those of other government bodies to
provide facilities from which the entire community, children and adults alike, may derive benefits.

In accordance with this policy, the Board shall, as either opportunity or need arises and as it is entitled to do
so by law, join with the local municipal governing body, each or all of the governing bodies of municipalities
comprising the Corporation, the Board of County Commissioners, other school corporations ot educational
institutions in acquiring, improving, equipping, operating, or maintaining such joint-use facilities as:

A. parks

B.  playgrounds

C. playing fields

D. gymnasiums

E. swimming pools

1.C. 20-26-10-1, 2

T.C.1/27/16
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